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ASRockRack Technical Document (Mar/2018)
Q: How to remote update BIOS/BMC and Export/Import BIOS setting under Ubuntu16.04
Preparation:

1. For BIOS/BMC update


[image: image2.emf]FWUpgradeAgent.zip


2. For export/import BIOS setting

[image: image3.emf]HttpBMCCfgEditor_v1.0.1.zip


Step for BIOS/BMC update:

1. Decompress FWUpgradeAgent.zip
2. Put BMC & BIOS image in “FWUpgradeAgent” folder
3. Open terminal in FWUpgradeAgent folder.
4. Execute: sudo chmod 777 *
5. Execute: ll (Check if all the files in “FWUpgradeAgent” is executable to every user.)
6. Execute following command to update BIOS/BMC: 
BIOS: 

python ./FWUpgradeAgent.py -FW BIOS -File {image name} -IPs {IPMI IP} -Action 3
BMC: 

python ./FWUpgradeAgent.py -FW BMC -File {image name} -IPs {IPMI IP} 
7. Below is the sample after flashing is done.
[image: image4.png]‘aa@aa-desktop:~/Downloads/FWUpgradeAgent_v1.0.2$ python ./FWUpgradeAgent.py
Firmware Upgrade Agent v1.0.2 - ASRock Incorporation, all rights reserved
INFO:root:['https://192.168.35.14/']
INFO:root:6:https://192.168.35.14/
INFO:root:Login ...
INFO: root:CSRFToken:ydkwwtR1
INFO:root:Uploading image ..
% Total ~ % Received % Xferd Average Speed Time  Time Time Current
Dload Upload Total Spent  Left Speed
100 32.0M 0 17 100 32.0M o 1432k 2 0:00:22 -
INFO:root:Set update configuration ..
INFO:root:Starting update .
% Total % Received % Xferd Average Speed Time  Time Time Current
Dload Upload Total Spent  Left Speed
a9 a0 -

ddeAgent_v1.0.25

aa@aa-desktop ~/Downloads/FuUpgradeAgent v1.0.2$ python ./FWUpgradeAgent.py|
Firmware Upgrade Agent v1.0.2 - ASRock Incorporation, all rights reserved
"https://192.168.35.14/']

:XFLPZAdW
ploading image ...
% Received % Xferd Average Speed Time  Time Time Current
Dload Upload Total Spent  Left Speed
100 32.6M © 17 100 32.6M © 1282k 0:00:25 0:00:25 -
INFO:root:Set update configuration ..
tarting update ...
% Received % Xferd Average Speed Time  Time Time Current
Dload Upload Total Spent  Left Speed
58 47 -

File EP2C622D16NM_L1.13.03.1ma -IPs https://192.168.35.1

File P2622NM1.15R -IPs https://192.168.35.14 -Action 3




8. Please check BIOS & BMC version after update complete.
Step for BIOS Export & Import:

1. Decompress HttpBMCCfgEditor_v1.0.1.zip
2. Open terminal in “HttpBMCCfgEditor_v1.0.1” folder

3. Execute following command to export/import BIOS setting

Export:

python ./ HttpBMCCfgEditor.py -APIVer 2 -Class BIOS -IPs {IPMI IP} -U admin -P admin -Export new

Import:

python ./ HttpBMCCfgEditor.py -APIVer 2 -Class BIOS -IPs {IPMI IP} -U admin -P admin -Import new.json

4. Below is the sample after export & import is done.

[image: image5.png]© ™ aa@aa-desktop: ~/Downloads/HttpBMCCfgEditor_v1.0.1

aa@aa-desktop:~/Downloads/HttpBMCCFfgEditor_v1.0.1$ python ./HttpBMCCfgEditor.py
-APIVer 2 -Class BIOS -IPs 192.168.35.14 -U admin -P admin -Export new

HTTP BMC Configuration Editor vi.6.1 - ASRock Incorporation, all rights reserved
INFO:root:['https://192.168.35.14/']

CSRFToken:X1JhdtNf
. original settings

‘gEditor_v1.0.1$ python ./HttpBMCCFgEditor.py
-APIVer 2 -Class BIOS -IPs 192.168.35.14 -U admin -P admin -Import new.json
HTTP BMC Configuration Editor v1.0.1 - ASRock Incorporation, all rights reserved
oot:['https://192.168.35.14/']

gEditor_vi.e.1$ I





_1582615021/FWUpgradeAgent.zip


FWUpgradeAgent/FWUpgradeAgent.py

#!/usr/bin/env python
from types import *
import argparse
import logging, re

g_ProgramVersion = "1.0.2"
g_DefaultPort = ""

LOG_LEVEL = logging.INFO

Help_Strings = (
	"Frimware type to update: BMC, BIOS. default: BMC",
	"API version to use, 1 is for RR7 and 2 for RR11. default: 2",
	"Firmware image location",
	"Command to preserve some configurations during firmware update: 4, example: -Preserve 4",
	"Upgrade action: 1, 3, example: -Action 3. default: 3",
	"BMC IPs, example: -IPs 192.168.2.100[,192.168.2.101,192.168.2.102,...]",
	"User name, example: -U admin",
	"Password, example: -P admin",
	"Log file, example: -Log info.log",
	"curl --limit-rate, limit transfer speed to this rate and default is limitless, example: --Limit-rate 300K",
	"http/https port",
	"Certificate file path",
	"http/https port for mutual authentication(APIv1 login only)",
)

g_IPV4Patterns = [
	"(^|https://|http://)((25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)(\.|$|/$|:[0-9]{1,5}($|/$))){4}", #group 0~5
]

g_UpdatesInfo = None

def processArguments(args, logging):
	global g_UpdatesInfo
	configs = None
	if int(args.APIVer) == 1:
		try:
			from RR7 import Config as configs
		except Exception as inst:
			print inst
			print "NOT SUPPORT API version 1!!!"
	elif int(args.APIVer) == 2:
		try:
			from RR11 import Config as configs
		except Exception as inst:
			print inst
			print "NOT SUPPORT API version 2!!!"
	if configs:
		g_UpdatesInfo = configs.UpdateInfo
		g_UpdatesInfo['FW'] = args.FW
		if args.Log != "":
			g_UpdatesInfo['Log2File'] = 1
		else:
			g_UpdatesInfo['Log2File'] = 0
		if args.File != "":
			g_UpdatesInfo[args.FW + "_Image_Location"] = args.File
		if args.U != "":
			g_UpdatesInfo['UserInfo']['name'] = args.U
		if args.P != "":
			g_UpdatesInfo['UserInfo']['password'] = args.P
		if args.IPs != "":
			g_UpdatesInfo['IPs'] = args.IPs
		if args.Action != "":
			g_UpdatesInfo['UpdAction'] = args.Action
		if args.Limit_rate != "":
			g_UpdatesInfo['Limit_Rate'] = args.Limit_rate
		if args.Cert != "":
			g_UpdatesInfo['Cert'] = args.Cert
		if args.Port != "":
			g_UpdatesInfo['Port'] = int(args.Port)
		if args.Port2Way != "":
			g_UpdatesInfo['Port2Way'] = int(args.Port2Way)
		g_UpdatesInfo['APIVer'] = int(args.APIVer)
		g_UpdatesInfo['logger'] = logging
		if g_UpdatesInfo['IPs'] != "":
			if type(g_UpdatesInfo['IPs']) is StringType:
				g_UpdatesInfo['IPs'] = checkIPaddress(g_UpdatesInfo['IPs'].split(","), logging, args.Port)
			else:
				g_UpdatesInfo['IPs'] = checkIPaddress(g_UpdatesInfo['IPs'][:], logging, args.Port)
			if g_UpdatesInfo['IPs'] == None:
				return -1
		# print g_UpdatesInfo
	else:
		return -1
	return 0

def regexMatchPort(matchObject):
	tmpstr = matchObject.group(0)
	if matchObject.group("PORT"):
		tmpstr = tmpstr.replace(":"+matchObject.group("PORT"), ":"+g_DefaultPort)
	else:
		tmpstr = tmpstr.replace("/", ":"+g_DefaultPort+"/")
	# print tmpstr
	return tmpstr

def checkIPaddress(IPs, logging, port):
	global g_DefaultPort
	newIPs = []
	for index, ip in enumerate(IPs):
		# print ip
		for index2, pattern in enumerate(g_IPV4Patterns):
			p = re.compile(pattern)
			match = p.match(ip)
			if match:
				org_ip = match.group(0)
				if match.group(1) == "":
					org_ip = "https://" + org_ip
				if match.group(4) == "" or match.group(5) == "":
					org_ip += "/"
				if port != "":
					g_DefaultPort = port
					org_ip = re.sub("\.\d+(:(?P<PORT>\d+))?/$", regexMatchPort, org_ip)
				elif match.group(4) != "" and match.group(4) != "/":
					g_DefaultPort = re.search(":([0-9]{1,5})", match.group(4)).group(1)
				newIPs.append(org_ip)
				break
			else:
				if index2 == len(g_IPV4Patterns)-1:
					print "%s is invalid IP address" % ip
					return None
	return newIPs

def main():
	print "Firmware Upgrade Agent v%s - ASRock Incorporation, all rights reserved" % g_ProgramVersion
	result = 0
	parser = argparse.ArgumentParser(description='Firmware update agent')
	parser.add_argument('-FW','--FW', default='BMC', help=Help_Strings[0])
	parser.add_argument('-APIVer','--APIVer', default='2', help=Help_Strings[1])
	parser.add_argument('-File','--File', default='', help=Help_Strings[2])
	# parser.add_argument('-Preserve','--Preserve', default=4, help=Help_Strings[3])
	parser.add_argument('-Action','--Action', default='3', help=Help_Strings[4])
	parser.add_argument('-IPs','--IPs', default="", help=Help_Strings[5])
	parser.add_argument('-U','--U', default="", help=Help_Strings[6])
	parser.add_argument('-P','--P', default="", help=Help_Strings[7])
	parser.add_argument('-Log','--Log', default="", help=Help_Strings[8])
	parser.add_argument('-Limit-rate','--Limit-rate', default="", help=Help_Strings[9])
	parser.add_argument('-Port','--Port', default="", help=Help_Strings[10])
	parser.add_argument('-Cert','--Cert', default="", help=Help_Strings[11])
	parser.add_argument('-Port2Way','--Port2Way', default="", help=Help_Strings[12])
	args = parser.parse_args()
	logging.basicConfig(filename=args.Log, level=LOG_LEVEL)
	if processArguments(args, logging) == 0:
		from UpgradeAgent.UpgradeController import FlowController
		upgradeAgent = FlowController(g_UpdatesInfo)
		upgradeAgent.executeUpdate()
	else:
		return -1
	return result

if __name__ == "__main__":
	exit(main())








FWUpgradeAgent/History.txt

    +-------------------------------------------------------+
    
    |   ASRock Firmware Upgrade Agent For server BMC/BIOS   |

    |                                                       |

    +-------------------------------------------------------+
+---------------------------------------------------------------------------+
usage: FWUpgradeAgent.py [-h] [-FW FW] [-APIVer APIVER] [-File FILE]
                         [-Action ACTION] [-IPs IPS] [-U U] [-P P] [-Log LOG]
                         [-Limit-rate LIMIT_RATE] [-Port PORT] [-Cert CERT]
                         [-Port2Way PORT2WAY]

Firmware update agent

optional arguments:
  -h, --help            show this help message and exit
  -FW FW, --FW FW       Frimware type to update: BMC, BIOS. default: BMC
  -APIVer APIVER, --APIVer APIVER
                        API version to use, 1 is for RR7 and 2 for RR11.
                        default: 2
  -File FILE, --File FILE
                        Firmware image location
  -Action ACTION, --Action ACTION
                        Upgrade action: 1, 3, example: -Action 3. default: 3
  -IPs IPS, --IPs IPS   BMC IPs, example: -IPs
                        192.168.2.100[,192.168.2.101,192.168.2.102,...]
  -U U, --U U           User name, example: -U admin
  -P P, --P P           Password, example: -P admin
  -Log LOG, --Log LOG   Log file, example: -Log info.log
  -Limit-rate LIMIT_RATE, --Limit-rate LIMIT_RATE
                        curl --limit-rate, limit transfer speed to this rate
                        and default is limitless, example: --Limit-rate 300K
  -Port PORT, --Port PORT
                        http/https port
  -Cert CERT, --Cert CERT
                        Certificate file path
  -Port2Way PORT2WAY, --Port2Way PORT2WAY
                        http/https port for mutual authentication(APIv1 login
                        only)
+---------------------------------------------------------------------------+

;---------------------------------------------------------------------------;

Project: Firmware Upgrade Agent

Version: 1.0.2


01. [New]
Add arguments --Port, --Cert, --Port2Way 

02. [Improvement]
Now you can use IPs with port
	--IPs xxx.xxx.xxx.xxx:port

Engineer Name   : Kai-Chung Cheng

Release Date    : 15:09 Wed, 10-18-2017
;---------------------------------------------------------------------------;

Project: Firmware Upgrade Agent

Version: 1.0.1


01. [Change]
Change APIVer help message from
	default: 1
to
	default: 2

02. [Change]
Change IPs format from
	https://xxx.xxx.xxx.xxx/[,https://yyy.yyy.yyy.yyy/,...]
to
	xxx.xxx.xxx.xxx[,yyy.yyy.yyy.yyy,...]
Engineer Name   : Kai-Chung Cheng

Release Date    : 15:09 Wed, 10-18-2017
;---------------------------------------------------------------------------;

Project: Firmware Upgrade Agent

Version: 1.0.0



usage: FWUpgradeAgent.py [-h] [-FW FW] [-APIVer APIVER] [-File FILE]

                         [-Action ACTION] [-IPs IPS] [-U U] [-P P] [-Log LOG]

                         [-Limit-rate LIMIT_RATE]



Firmware update agent



optional arguments:

  -h, --help            show this help message and exit

  -FW FW, --FW FW       Frimware type to update: BMC, BIOS. default: BMC

  -APIVer APIVER, --APIVer APIVER

                        API version to use, 1 is for RR7 and 2 for RR11.

                        default: 1

  -File FILE, --File FILE

                        Firmware image location

  -Action ACTION, --Action ACTION

                        Upgrade action: 1, 3, example: -Action 3. default: 3

  -IPs IPS, --IPs IPS   BMC IPs, example: -IPs https://192.168.2.100/[,https:/

                        /192.168.2.101/,https://192.168.2.102/...]

  -U U, --U U           User name, example: -U admin

  -P P, --P P           Password, example: -P admin

  -Log LOG, --Log LOG   Log file, example: -Log info.log
  -Limit-rate LIMIT_RATE, --Limit-rate LIMIT_RATE

                        curl --limit-rate, limit transfer speed to this rate

                        and default is limitless, example: --Limit-rate 300K

Engineer Name   : Kai-Chung Cheng

Release Date    : 11:32 Wed, 10-18-2017

;---------------------------------------------------------------------------;







FWUpgradeAgent/RR11/Config.py

#!/usr/bin/env python
import ResponseCallbacks

UpdateAction = "3"

Login_User = {
	"name":"admin",
	"password":"admin",
}

Image_BIOS_Location = "./FW/BIOS/EP2C622D16NM/P2622NM1.03"
Image_BMC_Location = "./FW/BMC/EP2C622D16NM/EP2C622D16NM_L0.07.01.ima"

Host_IPs = (
	"https://192.168.2.105/",
)

#format: (url,cmd,[response callback functions])
Web_APIs_LOGIN = (
	("api/session","-X POST -c ./cookie -d username={{USERNAME}}&password={{PASSWORD}}",[ResponseCallbacks.Login_Res]),
	("api/session","-X DELETE -b ./cookie -H X-CSRFTOKEN:{{CSRFTOKEN}}",[]),
)

Web_APIs_BIOS_Update = (
	("api/asrr/maintenance/BIOS/firmware","-F fwimage=@{{IMAGE}} -H X-CSRFTOKEN:{{CSRFTOKEN}} -b ./cookie",[ResponseCallbacks.UploadFW_Res]),
	("api/asrr/maintenance/BIOS/configuration","-X POST -H Content-Type:application/json -d {\"action\":\"4\"} -H X-CSRFTOKEN:{{CSRFTOKEN}} -b ./cookie",[ResponseCallbacks.UploadFW_Res]),
	("api/asrr/maintenance/BIOS/upgrade","-X POST -H Content-Type:application/json -d {\"action\":\"{{UPDATE_ACTION}}\"} -H X-CSRFTOKEN:{{CSRFTOKEN}} -b ./cookie",[ResponseCallbacks.UploadFW_Res]),
	("api/asrr/maintenance/BIOS/flash-progress","-X GET -H X-CSRFTOKEN:{{CSRFTOKEN}} -b ./cookie",[ResponseCallbacks.FlashProgress]),
)

Web_APIs_BMC_Update = (
	("api/asrr/maintenance/BMC/firmware","-F fwimage=@{{IMAGE}} -H X-CSRFTOKEN:{{CSRFTOKEN}} -b ./cookie",[ResponseCallbacks.UploadFW_Res]),
	("api/asrr/maintenance/BMC/configuration","-X POST -H Content-Type:application/json -d {\"action\":\"4\"} -H X-CSRFTOKEN:{{CSRFTOKEN}} -b ./cookie",[ResponseCallbacks.UploadFW_Res]),
	("api/asrr/maintenance/BMC/upgrade","-X POST -H Content-Type:application/json -d {\"action\":\"3\"} -H X-CSRFTOKEN:{{CSRFTOKEN}} -b ./cookie",[ResponseCallbacks.UploadFW_Res]),
	("api/asrr/maintenance/BMC/flash-progress","-X GET -H X-CSRFTOKEN:{{CSRFTOKEN}} -b ./cookie",[ResponseCallbacks.FlashProgress]),
)

UpdateInfo = {
	"UserInfo" : Login_User,
	"BIOS_Image_Location" : Image_BIOS_Location,
	"BMC_Image_Location" : Image_BMC_Location,
	"IPs" : Host_IPs,
	"BIOS_APIs" : Web_APIs_LOGIN + Web_APIs_BIOS_Update,
	"BMC_APIs" : Web_APIs_LOGIN + Web_APIs_BMC_Update,
	"FW" : "BMC",
	"UpdAction" : UpdateAction,
	"Limit_Rate" : None,
}







FWUpgradeAgent/RR11/ResponseCallbacks.py

#!/usr/bin/env python
import json, re, sys

def UploadFW_Res(res, context):
	# print res
	# if res == "" or res == None:
	# 	return -1, None
	try:
		obj = json.loads(res)
	except ValueError as e:
		# logging.error(e)
		obj = json.loads('{"response":-1}')
	except:
		print "Unexpected error:", sys.exc_info()[0]
 	return 0 if int(obj['response']) == 1 else -1, obj

def Login_Res(res, context):
	# print res
	try:
		obj = json.loads(res)
		if "ok" in obj and int(obj['ok']) == 0:
			context['CSRFToken'] = obj['CSRFToken']
			context['logger'].info("CSRFToken:" + obj['CSRFToken'])
			return 0, obj
		else:
			return -1, obj
	except ValueError as e:
		# logging.error(e)
		obj = json.loads('{"response":-1}')
	except:
		print "Unexpected error:", sys.exc_info()[0]
 	return obj['response'], obj

def FlashProgress(res, context):
	# print res
	# if res == "" or res == None:
	# 	return -1, None
	try:
		obj = json.loads(res)
		obj['response'] = 0
	except ValueError as e:
		# logging.error(e)
		obj = json.loads('{"response":-1}')
	except:
		print "Unexpected error:", sys.exc_info()[0]
 	return obj['response'], obj







FWUpgradeAgent/RR11/__init__.py





FWUpgradeAgent/RR7/Config.py

#!/usr/bin/env python
import ResponseCallbacks

UpdateAction = "3"

Login_User = {
	"name":"admin",
	"password":"admin",
}

Image_BIOS_Location = "./FW/BIOS/E3C236D4M-4L/E236M4L2.05"
Image_BMC_Location = "./FW/BMC/E3C236D4M-4L/rom.ima"

Host_IPs = (
	"https://192.168.2.101/",
)

#format: (url,cmd,[response callback functions])
Web_APIs_LOGIN_v1 = (
	["rpc/WEBSES/create.asp","-X POST -c ./cookie -d WEBVAR_USERNAME={{USERNAME}}&WEBVAR_PASSWORD={{PASSWORD}}",[ResponseCallbacks.APIv1_Login_Res]],
	("rpc/WEBSES/logout.asp","-X GET --cookie SessionCookie={{SESSION_COOKIE}}",[]),
)

Web_APIs_BIOS_Update_v1 = (
	("api/oem/maintenance/BIOS/firmware","-F fwimage=@{{IMAGE}} -H CSRFTOKEN:{{CSRFTOKEN}} --cookie SessionCookie={{SESSION_COOKIE}}",[ResponseCallbacks.APIv1_UploadFW_Res]),
	("api/oem/maintenance/BIOS/configuration","-X POST -H Content-Type:application/json -d {\"action\":\"4\"} -H CSRFTOKEN:{{CSRFTOKEN}} --cookie SessionCookie={{SESSION_COOKIE}}",[ResponseCallbacks.APIv1_UploadFW_Res]),
	("api/oem/maintenance/BIOS/upgrade","-X POST -H Content-Type:application/json -d {\"action\":\"{{UPDATE_ACTION}}\"} -H CSRFTOKEN:{{CSRFTOKEN}} --cookie SessionCookie={{SESSION_COOKIE}}",[ResponseCallbacks.APIv1_UploadFW_Res]),
	("api/oem/maintenance/BIOS/status","-X GET -H CSRFTOKEN:{{CSRFTOKEN}} --cookie SessionCookie={{SESSION_COOKIE}}",[ResponseCallbacks.APIv1_UploadFW_Res]),
)

Web_APIs_BMC_Update_v1 = (
	("api/oem/maintenance/BMC/firmware","-F fwimage=@{{IMAGE}} -H CSRFTOKEN:{{CSRFTOKEN}} --cookie SessionCookie={{SESSION_COOKIE}}",[ResponseCallbacks.APIv1_UploadFW_Res]),
	("api/oem/maintenance/BMC/configuration","-X POST -H Content-Type:application/json -d {\"action\":\"4\"} -H CSRFTOKEN:{{CSRFTOKEN}} --cookie SessionCookie={{SESSION_COOKIE}}",[ResponseCallbacks.APIv1_UploadFW_Res]),
	("api/oem/maintenance/BMC/upgrade","-X POST -H Content-Type:application/json -d {\"action\":\"3\"} -H CSRFTOKEN:{{CSRFTOKEN}} --cookie SessionCookie={{SESSION_COOKIE}}",[ResponseCallbacks.APIv1_UploadFW_Res]),
	("api/oem/maintenance/BMC/status","-X GET -H CSRFTOKEN:{{CSRFTOKEN}} --cookie SessionCookie={{SESSION_COOKIE}}",[ResponseCallbacks.APIv1_UploadFW_Res]),
)

Web_APIs_LOGIN_Cert = (
	("api/oem/maintenance/session/certlogin","-c ./cookie --cert {{CERT_FILE}}",[ResponseCallbacks.APIv1_Cert_Login_Res]),
)

UpdateInfo = {
	"UserInfo" : Login_User,
	"BIOS_Image_Location" : Image_BIOS_Location,
	"BMC_Image_Location" : Image_BMC_Location,
	"IPs" : Host_IPs,
	"BIOS_APIs" : Web_APIs_LOGIN_v1 + Web_APIs_BIOS_Update_v1,
	"BMC_APIs" : Web_APIs_LOGIN_v1 + Web_APIs_BMC_Update_v1,
	"FW" : "BMC",
	"UpdAction" : UpdateAction,
	"Limit_Rate" : None,
	"Cert_Login" : Web_APIs_LOGIN_Cert,
}







FWUpgradeAgent/RR7/ResponseCallbacks.py

#!/usr/bin/env python
import json, re, sys

def APIv1_UploadFW_Res(res, context):
	# print res
	# if res == "" or res == None:
	# 	return -1, None
	try:
		obj = json.loads(res)
	except ValueError as e:
		# logging.error(e)
		obj = json.loads('{"response":-1}')
	except:
		print "Unexpected error:", sys.exc_info()[0]
 	return obj['response'], obj

def APIv1_Login_Res(res, context):
	# print res
	try:
		SessionCookie = re.search("\'SESSION_COOKIE\' : \'(.+?)\'", res).group(1)
		CSRFToken = re.search("\'CSRFTOKEN\' : \'(.+?)\'", res).group(1)
		HapiStatus = re.search("HAPI_STATUS:(.+?) }", res).group(1)
		context['logger'].info("session cookie:" + SessionCookie)
		context['logger'].info("CSRFToken:" + CSRFToken)
		context['SESSION_COOKIE'] = SessionCookie
		context['CSRFToken'] = CSRFToken
	except Exception as inst:
		print res, inst
		HapiStatus = "-1"
	return int(HapiStatus), None

def APIv1_Cert_Login_Res(res, context):
	# print res
	# if res == "" or res == None:
	# 	return -1, None
	try:
		obj = json.loads(res)
		context['logger'].info("session cookie:" + obj['SESSION_COOKIE'])
		context['logger'].info("CSRFToken:" + obj['CSRFTOKEN'])
		context['SESSION_COOKIE'] = obj['SESSION_COOKIE']
		context['CSRFToken'] = obj['CSRFTOKEN']
	except ValueError as e:
		# logging.error(e)
		obj = json.loads('{"response":-1}')
	except:
		print "Unexpected error:", sys.exc_info()[0]
 	return obj['response'], obj







FWUpgradeAgent/RR7/__init__.py





FWUpgradeAgent/UpgradeAgent/UpgradeController.py

#!/usr/bin/env python
from types import *
from subprocess import Popen, PIPE
import time, sys, re

WEBAPI_CMD_LOGIN	=0
WEBAPI_CMD_LOGOUT	=1
WEBAPI_CMD_UPLOADFW	=2
WEBAPI_CMD_SETCONFIG=3
WEBAPI_CMD_UPGRADE	=4
WEBAPI_CMD_STATUS	=5

# Curl_Cmd = ["curl", "-k", "-v"]
Curl_Cmd = ["curl", "-k", "-s", "-S"]

def progressLog(text, isLog2File, logging):
	if text != "":
		if isLog2File == 0:
			print text
			print "\x1b[1A" + "\x1b[80D" + "\x1b[K" + text,
			sys.stdout.flush()
		else:
			logging.info(text)
	if text == "" and isLog2File == 0:
		print "" #new line

class FlowController:
	def __init__(self, updInfo):
		self.updInfo = updInfo
		self.updInfo['curl_cmd'] = Curl_Cmd

	def __executeCurl(self, cmd, cmdIndex):
		updInfo = self.updInfo
		WebAPIs = updInfo[updInfo['FW']+"_APIs"][:]
		# print "cmd array:"
		# print cmd
		# patch curl SSL related error code
		err2Pipe = PIPE
		if cmdIndex == WEBAPI_CMD_UPLOADFW or cmdIndex == WEBAPI_CMD_UPGRADE:
			err2Pipe = None
		process = Popen(cmd, stdout=PIPE, stderr=err2Pipe)
		(output, err) = process.communicate()
		# print "-------------------------------------"
		# if output:
		# 	print "---output---"
		# 	print output
		# if err:
		# 	print "---err---"
		# 	print err
		res_result = None
		res_obj = None
		if cmdIndex == WEBAPI_CMD_LOGIN and updInfo.has_key('Cert') and updInfo.has_key('Cert_Login'):
			if len(updInfo['Cert_Login'][cmdIndex][2]) > 0:
				res_result, res_obj = updInfo['Cert_Login'][cmdIndex][2][0](output, updInfo)
		else:
			if len(WebAPIs[cmdIndex][2]) > 0:
				res_result, res_obj = WebAPIs[cmdIndex][2][0](output, updInfo)
		exit_code = process.wait()
		# print exit_code
		# if res_result and res_result!=0:
		if res_result != None:
			exit_code = res_result
		return exit_code, res_obj

	def __replaceDynamicData(self, ip, cmd_id, updInfo):
		WebAPIs = updInfo[updInfo['FW']+"_APIs"][:]
		cmdstr = WebAPIs[cmd_id][1]
		if cmd_id == WEBAPI_CMD_LOGIN and updInfo.has_key('Cert') and updInfo.has_key('Cert_Login'):
			cmdstr = updInfo['Cert_Login'][cmd_id][1]
		if updInfo.has_key('SESSION_COOKIE'):
			cmdstr = cmdstr.replace("{{SESSION_COOKIE}}", updInfo['SESSION_COOKIE'])
		if updInfo.has_key('CSRFToken'):
			cmdstr = cmdstr.replace("{{CSRFTOKEN}}", updInfo['CSRFToken'])
		if updInfo.has_key('Cert'):
			cmdstr = cmdstr.replace("{{CERT_FILE}}", updInfo['Cert'])
		cmdstr = cmdstr.replace("{{IMAGE}}", updInfo[updInfo['FW']+"_Image_Location"])
		cmdstr = cmdstr.replace("{{USERNAME}}", updInfo['UserInfo']['name'])
		cmdstr = cmdstr.replace("{{PASSWORD}}", updInfo['UserInfo']['password'])
		cmdstr = cmdstr.replace("{{UPDATE_ACTION}}", updInfo['UpdAction'])
		# print cmdstr
		cmd = updInfo['curl_cmd'][:]
		cmd += cmdstr.split()
		if cmd_id == WEBAPI_CMD_LOGIN and updInfo.has_key('Cert') and updInfo.has_key('Cert_Login'):
			if not updInfo.has_key('Port') and updInfo.has_key('Port2Way'):
				ip = re.sub("/$", ":"+str(updInfo['Port2Way'])+"/", ip)
			cmd.append(ip+updInfo['Cert_Login'][cmd_id][0])
		else:
			cmd.append(ip+WebAPIs[cmd_id][0])
		# print cmd
		return cmd

	def __doGetProgress(self, ip, updInfo):
		cmd = self.__replaceDynamicData(ip, WEBAPI_CMD_STATUS, updInfo)
		# print cmd
		return self.__executeCurl(cmd, WEBAPI_CMD_STATUS)

	def __waitComplete(self, ip, updInfo):
		logging = updInfo['logger']
		logging.info("Waiting ...")
	#FLSTATE
	#define FLSTATE_DOING     0
	#define FLSTATE_TOBEDONE  1
	#define FLSTATE_COMPLETE  2
	#define FLSTATE_SKIPPED   3
	#define FLSTATE_ERROR     4
	#action
	#define ACTION_PREPARING        0x01
	#define ACTION_DOWNLOADING      0x02
	#define ACTION_VERIFING         0x03
	#define ACTION_FLASHING         0x04
	#progress
	#define STATUS_FLASH_IN_PROGRESS		0x08
	#define STATUS_FLASH_READY_AND_OK		0x09
	#define STATUS_FLASH_READY_WITH_FAILURE		0x0A
		dot_count = 0
		pre_state = 0x01
		inFlashing = 0 #dirty patch for displaying message during update
		isLog2File = updInfo['Log2File']
		while True:
			res, obj = self.__doGetProgress(ip, updInfo)
			if res == 0:
				if pre_state != int(obj['action']):
					progressLog("", isLog2File, logging) #new line
				if obj['action'] == 0x04:
					if obj['progress'] == 0x08:
						progressLog("flashing:%d%%" % obj['overall'], isLog2File, logging)
						inFlashing = 1
					elif obj['progress'] == 0x09 and obj['FLSTATE'] == 2:
						progressLog("", isLog2File, logging) #new line
						logging.info("flashing ... complete")
						break
					elif obj['progress'] == 0x0A:
						progressLog("", isLog2File, logging) #new line
						logging.error("flashing error")
						break
				elif inFlashing == 0 and (obj['action'] == 0x01 or obj['action'] == 0x03):
					dot_str = ["...  "," ... ","  ..."]
					progressLog("action:%s%s" % (obj['FLASHSUBACTION'], dot_str[dot_count]), isLog2File, logging)
					dot_count += 1
					if dot_count == 3:
						dot_count = 0
				pre_state = int(obj['action'])
			time.sleep(1)

	def __waitComplete2(self, ip, updInfo):
		logging = updInfo['logger']
		logging.info("Waiting ...")
		isLog2File = updInfo['Log2File']
		dot_count = 0
		inFlashing = 0
		dot_str = ["...  "," ... ","  ..."]
		while True:
			#define FLSTATE_DOING     0
			#define FLSTATE_TOBEDONE  1
			# format: {"id":1,"action":"Flashing...","progress":"xxxx","state":0 or 1}
			res, obj = self.__doGetProgress(ip, updInfo)
			if res == 0:
				try:
					if inFlashing == 0 and "action" not in obj:
						progressLog("action:%s%s" % ("Preparing", dot_str[dot_count]), isLog2File, logging)
						dot_count += 1
						if dot_count == 3:
							dot_count = 0
					elif "action" in obj and obj['action'] != "" and obj['state'] == 0:
						inFlashing = 1
						if obj['action'] == "Flashing...":
							progressLog("action:%s%s" % (obj['action'], obj['progress']), isLog2File, logging)
						else:					
							progressLog("action:%s%s" % (obj['action'], dot_str[dot_count]), isLog2File, logging)
							dot_count += 1
							if dot_count == 3:
								dot_count = 0
					if "action" in obj and obj['action'] == "Flashing..." and obj['progress'].find("100%") != -1:
						time.sleep(5)
						progressLog("", isLog2File, logging) #new line
						break
					elif inFlashing == 1 and "action" not in obj:
						progressLog("action:Flashing...100%% done", isLog2File, logging)
						time.sleep(5)
						progressLog("", isLog2File, logging) #new line
						break
				except Exception as inst:
					print inst
			time.sleep(1)

	def __doLogout(self, ip, updInfo):
		logging = updInfo['logger']
		cmd = self.__replaceDynamicData(ip, WEBAPI_CMD_LOGOUT, updInfo)
		# print cmd
		logging.info("Logout ...")
		return self.__executeCurl(cmd, WEBAPI_CMD_LOGOUT)

	def __doLogin(self, ip, updInfo):
		logging = updInfo['logger']
		cmd = self.__replaceDynamicData(ip, WEBAPI_CMD_LOGIN, updInfo)
		# print cmd
		logging.info("Login ...")
		return self.__executeCurl(cmd, WEBAPI_CMD_LOGIN)

	def __doUpgrade(self, ip, updInfo):
		logging = updInfo['logger']
		cmd = self.__replaceDynamicData(ip, WEBAPI_CMD_UPGRADE, updInfo)
		# print cmd
		logging.info("Starting update ...")
		if updInfo['Log2File'] == 0:
			cmd.remove("-s")
			cmd.remove("-S")
		return self.__executeCurl(cmd, WEBAPI_CMD_UPGRADE)

	def __doSetUpdateConfig(self, ip, updInfo):
		logging = updInfo['logger']
		cmd = self.__replaceDynamicData(ip, WEBAPI_CMD_SETCONFIG, updInfo)
		# print cmd
		logging.info("Set update configuration ...")
		return self.__executeCurl(cmd, WEBAPI_CMD_SETCONFIG)

	def __doUploadImage(self, ip, updInfo):
		logging = updInfo['logger']
		cmd = self.__replaceDynamicData(ip, WEBAPI_CMD_UPLOADFW, updInfo)
		if updInfo['Limit_Rate'] != None:
			cmd.append("--limit-rate")
			cmd.append(updInfo['Limit_Rate'])
		# print cmd
		logging.info("Uploading image ...")
		if updInfo['Log2File'] == 0:
			cmd.remove("-s")
			cmd.remove("-S")
		logging.debug(cmd)
		return self.__executeCurl(cmd, WEBAPI_CMD_UPLOADFW)

	def executeUpdate(self):
		updInfo = self.updInfo
		bmcIPs = None
		logging = updInfo['logger']
		if type(updInfo['IPs']) is StringType:
			bmcIPs = updInfo['IPs'].split(",")
		else:
			bmcIPs = updInfo['IPs'][:]
		logging.info(bmcIPs)
		for index, ip in enumerate(bmcIPs):
			logging.info("%d:%s" % (index,ip))
			if self.__doLogin(ip, updInfo)[0] == 0:
				if self.__doUploadImage(ip, updInfo)[0] == 0:
					self.__doSetUpdateConfig(ip, updInfo)
					if self.__doUpgrade(ip, updInfo)[0] == 0:
						if updInfo['UpdAction'] == "3":
							time.sleep(1)
							if int(updInfo['APIVer']) == 1:
								self.__waitComplete(ip, updInfo)
							else:
								self.__waitComplete2(ip, updInfo)								
				else:
					logging.error("Upload firmware image fail!")
				self.__doLogout(ip, updInfo)
			else:
				logging.error("login fail!!!")
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HttpBMCCfgEditor_v1.0.1/BIOS/Config.py

#!/usr/bin/env python
import ResponseCallbacks

Web_APIs_BIOS = [
	None,
	None,
	("api/asrr/maintenance/BIOS/export/current_settings","-X GET -H X-CSRFTOKEN:{{CSRFTOKEN}} -b ./cookie",[ResponseCallbacks.GetSetting_Res]),
	("api/asrr/maintenance/BIOS/export/settings","-X GET -H X-CSRFTOKEN:{{CSRFTOKEN}} -b ./cookie",[ResponseCallbacks.GetSetting_Res]),
	("api/asrr/maintenance/BIOS/import/settings","-F file=@{{FILE}} -H X-CSRFTOKEN:{{CSRFTOKEN}} -b ./cookie",[ResponseCallbacks.UploadFile_Res]),
]
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HttpBMCCfgEditor_v1.0.1/BIOS/ResponseCallbacks.py

#/usr/bin/env python
import json, re, sys

def UploadFile_Res(res, context):
	# print res
	# if res == "" or res == None:
	# 	return -1, None
	try:
		obj = json.loads(res)
	except ValueError as e:
		# logging.error(e)
		obj = json.loads('{"response":-1}')
	except:
		print "Unexpected error:", sys.exc_info()[0]
 	return 0 if int(obj['response']) == 0 else -1, obj

def GetSetting_Res(res, context):
	# print res
	if res == "" or res == None:
		return -1, None
	try:
		obj = json.loads(res)
		obj['response'] = 1
	except ValueError as e:
		# logging.error(e)
		obj = json.loads('{"response":-1}')
	except:
		print "Unexpected error:", sys.exc_info()[0]
	return 0 if int(obj['response']) == 1 else -1, obj
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HttpBMCCfgEditor_v1.0.1/FlowController/FlowController.py

#!/usr/bin/env python
from types import *
from subprocess import Popen, PIPE
import time, sys, re, json

WEBAPI_CMD_LOGIN	=0
WEBAPI_CMD_LOGOUT	=1

# Curl_Cmd = ["curl", "-k", "-v"]
Curl_Cmd = ["curl", "-k", "-s", "-S"]

class FlowController:
	def __init__(self, updInfo):
		self.updInfo = updInfo
		self.updInfo['curl_cmd'] = Curl_Cmd

	def __executeCurl(self, cmd, cmdIndex):
		updInfo = self.updInfo
		WebAPIs = updInfo[updInfo['Class']+"_APIs"][:]
		# print "cmd array:"
		# print cmd
		# patch curl SSL related error code
		err2Pipe = PIPE
		# if cmdIndex == WEBAPI_CMD_UPLOADFW or cmdIndex == WEBAPI_CMD_UPGRADE:
		# 	err2Pipe = None
		process = Popen(cmd, stdout=PIPE, stderr=err2Pipe)
		(output, err) = process.communicate()
		# print "-------------------------------------"
		# if output:
		# 	print "---output---"
		# 	print output
		# if err:
		# 	print "---err---"
		# 	print err
		res_result = None
		res_obj = None
		# if cmdIndex == WEBAPI_CMD_LOGIN and updInfo.has_key('Cert') and updInfo.has_key('Cert_Login'):
		# 	if len(updInfo['Cert_Login'][cmdIndex][2]) > 0:
		# 		res_result, res_obj = updInfo['Cert_Login'][cmdIndex][2][0](output, updInfo)
		# else:
		# 	if len(WebAPIs[cmdIndex][2]) > 0:
		# 		res_result, res_obj = WebAPIs[cmdIndex][2][0](output, updInfo)
		if len(WebAPIs[cmdIndex][2]) > 0:
			res_result, res_obj = WebAPIs[cmdIndex][2][0](output, updInfo)
		exit_code = process.wait()
		# print exit_code
		# if res_result and res_result!=0:
		if res_result != None:
			exit_code = res_result
		return exit_code, res_obj

	def __replaceDynamicData(self, ip, cmd_id, updInfo):
		WebAPIs = updInfo[updInfo['Class']+"_APIs"][:]
		cmdstr = WebAPIs[cmd_id][1]
		# if cmd_id == WEBAPI_CMD_LOGIN and updInfo.has_key('Cert') and updInfo.has_key('Cert_Login'):
		# 	cmdstr = updInfo['Cert_Login'][cmd_id][1]
		if updInfo.has_key('SESSION_COOKIE'):
			cmdstr = cmdstr.replace("{{SESSION_COOKIE}}", updInfo['SESSION_COOKIE'])
		if updInfo.has_key('CSRFToken'):
			cmdstr = cmdstr.replace("{{CSRFTOKEN}}", updInfo['CSRFToken'])
		if updInfo.has_key('Cert'):
			cmdstr = cmdstr.replace("{{CERT_FILE}}", updInfo['Cert'])
		if updInfo.has_key('Key'):
			cmdstr = cmdstr.replace("{{KEY_FILE}}", updInfo['Key'])
		if updInfo.has_key('CACert'):
			cmdstr = cmdstr.replace("{{CACERT_FILE}}", updInfo['CACert'])
		if updInfo.has_key('Import'):
			cmdstr = cmdstr.replace("{{FILE}}", updInfo['Import'])
		cmdstr = cmdstr.replace("{{IMAGE}}", updInfo[updInfo['FW']+"_Image_Location"])
		cmdstr = cmdstr.replace("{{USERNAME}}", updInfo['UserInfo']['name'])
		cmdstr = cmdstr.replace("{{PASSWORD}}", updInfo['UserInfo']['password'])
		cmdstr = cmdstr.replace("{{UPDATE_ACTION}}", updInfo['UpdAction'])
		# print cmdstr
		cmd = updInfo['curl_cmd'][:]
		cmd += cmdstr.split()
		# if cmd_id == WEBAPI_CMD_LOGIN and updInfo.has_key('Cert') and updInfo.has_key('Cert_Login'):
		# 	if not updInfo.has_key('Port') and updInfo.has_key('Port2Way'):
		# 		ip = re.sub("/$", ":"+str(updInfo['Port2Way'])+"/", ip)
		# 	cmd.append(ip+updInfo['Cert_Login'][cmd_id][0])
		# else:
		# 	cmd.append(ip+WebAPIs[cmd_id][0])
		cmd.append(ip+WebAPIs[cmd_id][0])
		# print cmd
		return cmd

	def __doLogout(self, ip, updInfo):
		logging = updInfo['logger']
		cmd = self.__replaceDynamicData(ip, WEBAPI_CMD_LOGOUT, updInfo)
		# print cmd
		logging.info("Logout ...")
		return self.__executeCurl(cmd, WEBAPI_CMD_LOGOUT)

	def __doLogin(self, ip, updInfo):
		logging = updInfo['logger']
		cmd = self.__replaceDynamicData(ip, WEBAPI_CMD_LOGIN, updInfo)
		# print cmd
		logging.info("Login ...")
		return self.__executeCurl(cmd, WEBAPI_CMD_LOGIN)

	def combineData(self, old, new):
		if new.has_key('Attributes') and old.has_key('Attributes'):
			new_attr = new['Attributes']
			old_attr = old['Attributes']
			for key in new_attr.keys():
				if old_attr.has_key(key):
					old_attr[key] = new_attr[key]
			# old['Attributes'] = old_attr
		return old

	def writeFile(self, path, data):
		with open(path, 'w') as hFile:
			hFile.write(json.dumps(data))
			hFile.close()

	def executeTask(self):
		updInfo = self.updInfo
		bmcIPs = None
		logging = updInfo['logger']
		if type(updInfo['IPs']) is StringType:
			bmcIPs = updInfo['IPs'].split(",")
		else:
			bmcIPs = updInfo['IPs'][:]
		logging.info(bmcIPs)
		for index, ip in enumerate(bmcIPs):
			logging.info("%d:%s" % (index,ip))
			if self.__doLogin(ip, updInfo)[0] == 0:
				if updInfo['Class'] == "SSL":
					cmdStr = ["Upload ... server certificate", "Upload ... server key", "Upload ... CA certificate", "Validate"]
					for index2, strs in enumerate(cmdStr):
						cmd = self.__replaceDynamicData(ip, index2+2, updInfo)
						# print cmd
						logging.info(""+strs)
						if self.__executeCurl(cmd, index2+2)[0] != 0:
							logging.info("Failed!!!")
							break;
						else:
							logging.info("OK!!!")
				elif updInfo['Class'] == "BIOS":
					# cmdStr = ["Get ... original settings", "Get ... modified settings", "Generate ... new settings file", "Upload to ..."]
					resAry = []
					if updInfo.has_key('Export'):
						export = updInfo['Export']
						if export == 'cur':
							cmd = self.__replaceDynamicData(ip, 2, updInfo)
							logging.info("Get ... current settings")
							(res, obj) = self.__executeCurl(cmd, 2)
							if res != 0:
								logging.info("Failed!!!")
								break;
							else:
								logging.info("OK!!!")
							obj.pop('response',None)
							self.writeFile("cur.json", obj)
						if export == 'diff':
							cmd = self.__replaceDynamicData(ip, 3, updInfo)
							logging.info("Get ... modified settings")
							(res, obj) = self.__executeCurl(cmd, 3)
							if res != 0:
								logging.info("Failed!!!")
								break;
							else:
								logging.info("OK!!!")
							obj.pop('response',None)
							self.writeFile("diff.json", obj)
						if export == 'new':
							cmdStr = ["Get ... original settings", "Get ... modified settings"]
							for index2, strs in enumerate(cmdStr):
								cmd = self.__replaceDynamicData(ip, index2+2, updInfo)
								# print cmd
								logging.info(""+strs)
								(res, obj) = self.__executeCurl(cmd, index2+2)
								if res != 0:
									logging.info("Failed!!!")
									break;
								else:
									resAry.append(obj)
									logging.info("OK!!!")
							newData = self.combineData(resAry[0],resAry[1])
							obj.pop('response',newData)
							self.writeFile("new.json", newData)
					elif updInfo.has_key('Import'):
						cmd = self.__replaceDynamicData(ip, 4, updInfo)
						# print cmd
						logging.info("Upload ... new settings")
						(res, obj) = self.__executeCurl(cmd, 4)
						if res != 0:
							logging.info("Failed!!!")
							break;
						else:
							logging.info("OK!!!")
				self.__doLogout(ip, updInfo)
			else:
				logging.error("login fail!!!")
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HttpBMCCfgEditor_v1.0.1/History.txt

    +-------------------------------------------------------+
    
    |            ASRock BMC Configuration Editor            |

    |                                                       |

    +-------------------------------------------------------+
+---------------------------------------------------------------------------+
usage: HttpBMCCfgEditor.py [-h] [-Class CLASS] [-APIVer APIVER] [-IPs IPS]
                           [-U U] [-P P] [-Log LOG] [-Limit-rate LIMIT_RATE]
                           [-Port PORT] [-Cert CERT] [-Key KEY]
                           [-CACert CACERT] [-Export EXPORT] [-Import IMPORT]

BMC Configuration Editor

optional arguments:
  -h, --help            show this help message and exit
  -Class CLASS, --Class CLASS
                        Configuration class: SSL, BIOS. Default: SSL. Example:
                        --Class SSL
  -APIVer APIVER, --APIVer APIVER
                        API version to use, 1 is for RR7 and 2 for RR11.
                        default: 2
  -IPs IPS, --IPs IPS   BMC IPs, example: -IPs
                        192.168.2.100[,192.168.2.101,192.168.2.102,...]
  -U U, --U U           User name, example: -U admin
  -P P, --P P           Password, example: -P admin
  -Log LOG, --Log LOG   Log file, example: -Log info.log
  -Limit-rate LIMIT_RATE, --Limit-rate LIMIT_RATE
                        curl --limit-rate, limit transfer speed to this rate
                        and default is limitless, example: --Limit-rate 300K
  -Port PORT, --Port PORT
                        http/https port
  -Cert CERT, --Cert CERT
                        (class SSL)Server certificate file
  -Key KEY, --Key KEY   (class SSL)Server private key file
  -CACert CACERT, --CACert CACERT
                        (class SSL)CA certificate file
  -Export EXPORT, --Export EXPORT
                        Export settings: cur, diff, new. Export class settings
                        from BMC, the saved file is cur.json, diff.json and
                        new.json. Default: cur. Example: --Export cur
  -Import IMPORT, --Import IMPORT
                        Import settings: Example: --Import FilePath
+---------------------------------------------------------------------------+

;---------------------------------------------------------------------------;

Project: BMC Configuration Editor

Version: 1.0.1


01. Add class BIOS
02. Add parameters: Export, Import

Engineer Name   : Kai-Chung Cheng

Release Date    : 18:01 Mon, 03-12-2018
;---------------------------------------------------------------------------;

Project: BMC Configuration Editor

Version: 1.0.0


01. First release 

Engineer Name   : Kai-Chung Cheng

Release Date    : 15:09 Wed, 10-18-2017
;---------------------------------------------------------------------------;








HttpBMCCfgEditor_v1.0.1/HttpBMCCfgEditor.py

#!/usr/bin/env python
from types import *
import argparse
import logging, re

g_ProgramVersion = "1.0.1"

LOG_LEVEL = logging.INFO

Help_Strings = (
	"Configuration class: SSL, BIOS. Default: SSL. Example: --Class SSL",
	"API version to use, 1 is for RR7 and 2 for RR11. default: 2",
	"BMC IPs, example: -IPs 192.168.2.100[,192.168.2.101,192.168.2.102,...]",
	"User name, example: -U admin",
	"Password, example: -P admin",
	"Log file, example: -Log info.log",
	"curl --limit-rate, limit transfer speed to this rate and default is limitless, example: --Limit-rate 300K",
	"http/https port",
	"(class SSL)Server certificate file",
	"(class SSL)Server private key file",
	"(class SSL)CA certificate file",
	"Export settings: cur, diff, new. Export class settings from BMC, the saved file is cur.json, diff.json and new.json. Default: cur. Example: --Export cur",
	"Import settings: Example: --Import FilePath",
)

g_IPV4Patterns = [
	"(^|https://|http://)((25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)(\.|$|/$|:[0-9]{1,5}($|/$))){4}", #group 0~5
]

g_UpdatesInfo = None

def processArguments(args, logging):
	global g_UpdatesInfo
	configs = None
	if int(args.APIVer) == 1:
		try:
			from RR7 import Config as configs
		except Exception as inst:
			print inst
			print "NOT SUPPORT API version 1!!!"
	elif int(args.APIVer) == 2:
		try:
			from RR11 import Config as configs
		except Exception as inst:
			print inst
			print "NOT SUPPORT API version 2!!!"
	if args.Class == "SSL":
		if args.Cert=="" or args.Key=="" or args.CACert=="":
			logging.info("Please assign cert, key or cacert file")
			return -1
		if not configs.UpdateInfo.has_key('SSL_APIs'):
			logging.info("Not support class SSL")
			return -1
	elif args.Class == "BIOS":
		if not configs.UpdateInfo.has_key('BIOS_APIs'):
			logging.info("Not support class BIOS settings")
			return -1
	else:
		logging.info("ERROR!!!UNKNOWN CLASS!!!")
		return -1

	if configs:
		g_UpdatesInfo = configs.UpdateInfo
		if args.Class != "":
			g_UpdatesInfo['Class'] = args.Class
		if args.Log != "":
			g_UpdatesInfo['Log2File'] = 1
		else:
			g_UpdatesInfo['Log2File'] = 0
		if args.U != "":
			g_UpdatesInfo['UserInfo']['name'] = args.U
		if args.P != "":
			g_UpdatesInfo['UserInfo']['password'] = args.P
		if args.IPs != "":
			g_UpdatesInfo['IPs'] = args.IPs
		if args.Limit_rate != "":
			g_UpdatesInfo['Limit_Rate'] = args.Limit_rate
		if args.Port != "":
			g_UpdatesInfo['Port'] = int(args.Port)
		if args.Cert != "":
			g_UpdatesInfo['Cert'] = args.Cert
		if args.Key != "":
			g_UpdatesInfo['Key'] = args.Key
		if args.CACert != "":
			g_UpdatesInfo['CACert'] = args.CACert
		if args.Export != "":
			g_UpdatesInfo['Export'] = args.Export
		if args.Import != "":
			g_UpdatesInfo['Import'] = args.Import
		# g_UpdatesInfo['File'] = args.File
		g_UpdatesInfo['logger'] = logging
		if g_UpdatesInfo['IPs'] != "":
			if type(g_UpdatesInfo['IPs']) is StringType:
				g_UpdatesInfo['IPs'] = checkIPaddress(g_UpdatesInfo['IPs'].split(","), logging, args.Port)
			else:
				g_UpdatesInfo['IPs'] = checkIPaddress(g_UpdatesInfo['IPs'][:], logging, args.Port)
			if g_UpdatesInfo['IPs'] == None:
				return -1
		# print g_UpdatesInfo
		# print g_UpdatesInfo['SSL_APIs'][0]
	else:
		return -1
	return 0 

def regexMatchPort(matchObject):
	tmpstr = matchObject.group(0)
	if matchObject.group("PORT"):
		tmpstr = tmpstr.replace(":"+matchObject.group("PORT"), ":"+g_DefaultPort)
	else:
		tmpstr = tmpstr.replace("/", ":"+g_DefaultPort+"/")
	# print tmpstr
	return tmpstr

def checkIPaddress(IPs, logging, port):
	global g_DefaultPort
	newIPs = []
	for index, ip in enumerate(IPs):
		# print ip
		for index2, pattern in enumerate(g_IPV4Patterns):
			p = re.compile(pattern)
			match = p.match(ip)
			if match:
				org_ip = match.group(0)
				if match.group(1) == "":
					org_ip = "https://" + org_ip
				if match.group(4) == "" or match.group(5) == "":
					org_ip += "/"
				if port != "":
					g_DefaultPort = port
					org_ip = re.sub("\.\d+(:(?P<PORT>\d+))?/$", regexMatchPort, org_ip)
				elif match.group(4) != "" and match.group(4) != "/":
					g_DefaultPort = re.search(":([0-9]{1,5})", match.group(4)).group(1)
				newIPs.append(org_ip)
				break
			else:
				if index2 == len(g_IPV4Patterns)-1:
					print "%s is invalid IP address" % ip
					return None
	return newIPs

def main():
	print "HTTP BMC Configuration Editor v%s - ASRock Incorporation, all rights reserved" % g_ProgramVersion
	result = 0
	parser = argparse.ArgumentParser(description='BMC Configuration Editor')
	parser.add_argument('-Class','--Class', default='SSL', help=Help_Strings[0])
	parser.add_argument('-APIVer','--APIVer', default='2', help=Help_Strings[1])
	parser.add_argument('-IPs','--IPs', default="", help=Help_Strings[2])
	parser.add_argument('-U','--U', default="", help=Help_Strings[3])
	parser.add_argument('-P','--P', default="", help=Help_Strings[4])
	parser.add_argument('-Log','--Log', default="", help=Help_Strings[5])
	parser.add_argument('-Limit-rate','--Limit-rate', default="", help=Help_Strings[6])
	parser.add_argument('-Port','--Port', default="", help=Help_Strings[7])
	parser.add_argument('-Cert','--Cert', default="", help=Help_Strings[8])
	parser.add_argument('-Key','--Key', default="", help=Help_Strings[9])
	parser.add_argument('-CACert','--CACert', default="", help=Help_Strings[10])
	parser.add_argument('-Export','--Export', default="", help=Help_Strings[11])
	parser.add_argument('-Import','--Import', default="", help=Help_Strings[12])
	# parser.add_argument('-File','--File', default="", help="")
	args = parser.parse_args()
	# print args
	logging.basicConfig(filename=args.Log, level=LOG_LEVEL)
	if processArguments(args, logging) == 0:
		from FlowController.FlowController import FlowController
		upgradeAgent = FlowController(g_UpdatesInfo)
		upgradeAgent.executeTask()
	else:
		return -1
	return result

if __name__ == "__main__":
	exit(main())







HttpBMCCfgEditor_v1.0.1/RR11/Config.py

#!/usr/bin/env python
import ResponseCallbacks

UpdateAction = "3"

Login_User = {
	"name":"admin",
	"password":"admin",
}

Image_BIOS_Location = "./FW/BIOS/EP2C622D16NM/P2622NM1.03"
Image_BMC_Location = "./FW/BMC/EP2C622D16NM/EP2C622D16NM_L0.07.01.ima"

Host_IPs = (
	"https://192.168.2.100/",
)

#format: (url,cmd,[response callback functions])
Web_APIs_LOGIN = (
	("api/session","-X POST -c ./cookie -d username={{USERNAME}}&password={{PASSWORD}}",[ResponseCallbacks.Login_Res]),
	("api/session","-X DELETE -b ./cookie -H X-CSRFTOKEN:{{CSRFTOKEN}}",[]),
)

Web_APIs_BIOS_Update = (
	("api/asrr/maintenance/BIOS/firmware","-F fwimage=@{{IMAGE}} -H X-CSRFTOKEN:{{CSRFTOKEN}} -b ./cookie",[ResponseCallbacks.UploadFW_Res]),
	("api/asrr/maintenance/BIOS/configuration","-X POST -H Content-Type:application/json -d {\"action\":\"4\"} -H X-CSRFTOKEN:{{CSRFTOKEN}} -b ./cookie",[ResponseCallbacks.UploadFW_Res]),
	("api/asrr/maintenance/BIOS/upgrade","-X POST -H Content-Type:application/json -d {\"action\":\"{{UPDATE_ACTION}}\"} -H X-CSRFTOKEN:{{CSRFTOKEN}} -b ./cookie",[ResponseCallbacks.UploadFW_Res]),
	("api/asrr/maintenance/BIOS/flash-progress","-X GET -H X-CSRFTOKEN:{{CSRFTOKEN}} -b ./cookie",[ResponseCallbacks.FlashProgress]),
)

Web_APIs_BMC_Update = (
	("api/asrr/maintenance/BMC/firmware","-F fwimage=@{{IMAGE}} -H X-CSRFTOKEN:{{CSRFTOKEN}} -b ./cookie",[ResponseCallbacks.UploadFW_Res]),
	("api/asrr/maintenance/BMC/configuration","-X POST -H Content-Type:application/json -d {\"action\":\"4\"} -H X-CSRFTOKEN:{{CSRFTOKEN}} -b ./cookie",[ResponseCallbacks.UploadFW_Res]),
	("api/asrr/maintenance/BMC/upgrade","-X POST -H Content-Type:application/json -d {\"action\":\"3\"} -H X-CSRFTOKEN:{{CSRFTOKEN}} -b ./cookie",[ResponseCallbacks.UploadFW_Res]),
	("api/asrr/maintenance/BMC/flash-progress","-X GET -H X-CSRFTOKEN:{{CSRFTOKEN}} -b ./cookie",[ResponseCallbacks.FlashProgress]),
)

UpdateInfo = {
	"UserInfo" : Login_User,
	"BIOS_Image_Location" : Image_BIOS_Location,
	"BMC_Image_Location" : Image_BMC_Location,
	"IPs" : Host_IPs,
	"BIOS_APIs" : Web_APIs_LOGIN + Web_APIs_BIOS_Update,
	"BMC_APIs" : Web_APIs_LOGIN + Web_APIs_BMC_Update,
	"FW" : "BMC",
	"UpdAction" : UpdateAction,
	"Limit_Rate" : None,
}

try:
	from BIOS import Config as config
	UpdateInfo['BIOS_APIs'] = config.Web_APIs_BIOS
	UpdateInfo['BIOS_APIs'][0] = Web_APIs_LOGIN[0]
	UpdateInfo['BIOS_APIs'][1] = Web_APIs_LOGIN[1]
except Exception as inst:
	print inst
	print "Can not import BIOS setting module"
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#!/usr/bin/env python
import json, re, sys

def UploadFW_Res(res, context):
	# print res
	# if res == "" or res == None:
	# 	return -1, None
	try:
		obj = json.loads(res)
	except ValueError as e:
		# logging.error(e)
		obj = json.loads('{"response":-1}')
	except:
		print "Unexpected error:", sys.exc_info()[0]
 	return 0 if int(obj['response']) == 1 else -1, obj

def Login_Res(res, context):
	# print res
	try:
		obj = json.loads(res)
		if "ok" in obj and int(obj['ok']) == 0:
			context['CSRFToken'] = obj['CSRFToken']
			context['logger'].info("CSRFToken:" + obj['CSRFToken'])
			return 0, obj
		else:
			return -1, obj
	except ValueError as e:
		# logging.error(e)
		obj = json.loads('{"response":-1}')
	except:
		print "Unexpected error:", sys.exc_info()[0]
 	return obj['response'], obj

def FlashProgress(res, context):
	# print res
	# if res == "" or res == None:
	# 	return -1, None
	try:
		obj = json.loads(res)
		obj['response'] = 0
	except ValueError as e:
		# logging.error(e)
		obj = json.loads('{"response":-1}')
	except:
		print "Unexpected error:", sys.exc_info()[0]
 	return obj['response'], obj
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HttpBMCCfgEditor_v1.0.1/RR7/Config.py

#!/usr/bin/env python
import ResponseCallbacks

UpdateAction = "3"

Login_User = {
	"name":"admin",
	"password":"admin",
}

Image_BIOS_Location = "./FW/BIOS/E3C236D4M-4L/E236M4L2.05"
Image_BMC_Location = "./FW/BMC/E3C236D4M-4L/rom.ima"

Host_IPs = (
	"https://192.168.2.100/",
)

#format: (url,cmd,[response callback functions])
Web_APIs_LOGIN_v1 = (
	["rpc/WEBSES/create.asp","-X POST -c ./cookie -d WEBVAR_USERNAME={{USERNAME}}&WEBVAR_PASSWORD={{PASSWORD}}",[ResponseCallbacks.APIv1_Login_Res]],
	("rpc/WEBSES/logout.asp","-X GET --cookie SessionCookie={{SESSION_COOKIE}}",[]),
)

Web_APIs_BIOS_Update_v1 = (
	("api/oem/maintenance/BIOS/firmware","-F fwimage=@{{IMAGE}} -H CSRFTOKEN:{{CSRFTOKEN}} --cookie SessionCookie={{SESSION_COOKIE}}",[ResponseCallbacks.APIv1_UploadFW_Res]),
	("api/oem/maintenance/BIOS/configuration","-X POST -H Content-Type:application/json -d {\"action\":\"4\"} -H CSRFTOKEN:{{CSRFTOKEN}} --cookie SessionCookie={{SESSION_COOKIE}}",[ResponseCallbacks.APIv1_UploadFW_Res]),
	("api/oem/maintenance/BIOS/upgrade","-X POST -H Content-Type:application/json -d {\"action\":\"{{UPDATE_ACTION}}\"} -H CSRFTOKEN:{{CSRFTOKEN}} --cookie SessionCookie={{SESSION_COOKIE}}",[ResponseCallbacks.APIv1_UploadFW_Res]),
	("api/oem/maintenance/BIOS/status","-X GET -H CSRFTOKEN:{{CSRFTOKEN}} --cookie SessionCookie={{SESSION_COOKIE}}",[ResponseCallbacks.APIv1_UploadFW_Res]),
)

Web_APIs_BMC_Update_v1 = (
	("api/oem/maintenance/BMC/firmware","-F fwimage=@{{IMAGE}} -H CSRFTOKEN:{{CSRFTOKEN}} --cookie SessionCookie={{SESSION_COOKIE}}",[ResponseCallbacks.APIv1_UploadFW_Res]),
	("api/oem/maintenance/BMC/configuration","-X POST -H Content-Type:application/json -d {\"action\":\"4\"} -H CSRFTOKEN:{{CSRFTOKEN}} --cookie SessionCookie={{SESSION_COOKIE}}",[ResponseCallbacks.APIv1_UploadFW_Res]),
	("api/oem/maintenance/BMC/upgrade","-X POST -H Content-Type:application/json -d {\"action\":\"3\"} -H CSRFTOKEN:{{CSRFTOKEN}} --cookie SessionCookie={{SESSION_COOKIE}}",[ResponseCallbacks.APIv1_UploadFW_Res]),
	("api/oem/maintenance/BMC/status","-X GET -H CSRFTOKEN:{{CSRFTOKEN}} --cookie SessionCookie={{SESSION_COOKIE}}",[ResponseCallbacks.APIv1_UploadFW_Res]),
)

Web_APIs_LOGIN_Cert = (
	("api/oem/maintenance/session/certlogin","-c ./cookie --cert {{CERT_FILE}}",[ResponseCallbacks.APIv1_Cert_Login_Res]),
)

UpdateInfo = {
	"UserInfo" : Login_User,
	"BIOS_Image_Location" : Image_BIOS_Location,
	"BMC_Image_Location" : Image_BMC_Location,
	"IPs" : Host_IPs,
	"BIOS_APIs" : Web_APIs_LOGIN_v1 + Web_APIs_BIOS_Update_v1,
	"BMC_APIs" : Web_APIs_LOGIN_v1 + Web_APIs_BMC_Update_v1,
	"FW" : "BMC",
	"UpdAction" : UpdateAction,
	"Limit_Rate" : None,
	"Cert_Login" : Web_APIs_LOGIN_Cert,
}

try:
	from SSL import Config as SSLConfig
	#SSL configuration
	UpdateInfo['Cert'] = SSLConfig.Cert_Location
	UpdateInfo['Key'] = SSLConfig.Key_Location
	UpdateInfo['CACert'] = SSLConfig.CACert_Location
	UpdateInfo['SSL_APIs'] = SSLConfig.Web_APIs_SSL
	UpdateInfo['SSL_APIs'][0] = Web_APIs_LOGIN_v1[0]
	UpdateInfo['SSL_APIs'][1] = Web_APIs_LOGIN_v1[1]
except Exception as inst:
	UpdateInfo['Cert'] = ""
	UpdateInfo['Key'] = ""
	UpdateInfo['CACert'] = ""
	print "Can not import SSL module"
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#!/usr/bin/env python
import json, re, sys

def APIv1_UploadFW_Res(res, context):
	# print res
	# if res == "" or res == None:
	# 	return -1, None
	try:
		obj = json.loads(res)
	except ValueError as e:
		# logging.error(e)
		obj = json.loads('{"response":-1}')
	except:
		print "Unexpected error:", sys.exc_info()[0]
 	return obj['response'], obj

def APIv1_Login_Res(res, context):
	# print res
	try:
		SessionCookie = re.search("\'SESSION_COOKIE\' : \'(.+?)\'", res).group(1)
		CSRFToken = re.search("\'CSRFTOKEN\' : \'(.+?)\'", res).group(1)
		HapiStatus = re.search("HAPI_STATUS:(.+?) }", res).group(1)
		context['logger'].info("session cookie:" + SessionCookie)
		context['logger'].info("CSRFToken:" + CSRFToken)
		context['SESSION_COOKIE'] = SessionCookie
		context['CSRFToken'] = CSRFToken
	except Exception as inst:
		print res, inst
		HapiStatus = "-1"
	return int(HapiStatus), None

def APIv1_Cert_Login_Res(res, context):
	# print res
	# if res == "" or res == None:
	# 	return -1, None
	try:
		obj = json.loads(res)
		context['logger'].info("session cookie:" + obj['SESSION_COOKIE'])
		context['logger'].info("CSRFToken:" + obj['CSRFTOKEN'])
		context['SESSION_COOKIE'] = obj['SESSION_COOKIE']
		context['CSRFToken'] = obj['CSRFTOKEN']
	except ValueError as e:
		# logging.error(e)
		obj = json.loads('{"response":-1}')
	except:
		print "Unexpected error:", sys.exc_info()[0]
 	return obj['response'], obj
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#!/usr/bin/env python
import ResponseCallbacks

Cert_Location = ""
CACert_Location = ""
Key_Location = ""

Web_APIs_SSL = [
	None,
	None,
	("api/oem/maintenance/SSL/certfile","-F certfile=@{{CERT_FILE}} -H CSRFTOKEN:{{CSRFTOKEN}} --cookie SessionCookie={{SESSION_COOKIE}}",[ResponseCallbacks.UploadFile_Res]),
	("api/oem/maintenance/SSL/privkey","-F privkey=@{{KEY_FILE}} -H CSRFTOKEN:{{CSRFTOKEN}} --cookie SessionCookie={{SESSION_COOKIE}}",[ResponseCallbacks.UploadFile_Res]),
	("api/oem/maintenance/SSL/cacertfile","-F cacertfile=@{{CACERT_FILE}} -H CSRFTOKEN:{{CSRFTOKEN}} --cookie SessionCookie={{SESSION_COOKIE}}",[ResponseCallbacks.UploadFile_Res]),
	("api/oem/maintenance/SSL/validate_cert","-H CSRFTOKEN:{{CSRFTOKEN}} --cookie SessionCookie={{SESSION_COOKIE}}",[ResponseCallbacks.UploadFile_Res]),
]

UpdateInfo = {
	"Cert" : Cert_Location,
	"Key" : Key_Location,
	"CACert" : CACert_Location,
	"SSL_APIs" : Web_APIs_SSL,
}
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#!/usr/bin/env python
import json, re, sys

def UploadFile_Res(res, context):
	# print res
	# if res == "" or res == None:
	# 	return -1, None
	try:
		obj = json.loads(res)
	except ValueError as e:
		# logging.error(e)
		obj = json.loads('{"response":-1}')
	except:
		print "Unexpected error:", sys.exc_info()[0]
 	return obj['response'], obj
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