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· Support Platform
Greenlow
Mehlow

· Test cases follow SPEC
\\ar-ebios-03\BIOS\TestTool\SGX\Kabylake
576676_CFL_SGX_Test__Cases_Mehlow_Servers_Rev1p0
576676-576676-cfl-sgx-test-cases-mehlow-servers-rev1p0(For Greenlow)

· Each SGX.xxx test case is independent
SGX.001	SGX Enable
SGX.002	SGX Disable
SGX.003	SGX Software Control
SGX.004	Make sure memory allocated for Processor Reserved Memory (PRM) is marked as reserved
SGX.005	SGX Functionality Test
SGX.006	BIOS update should not impact SGX state
SGX.007	EPID and PSE Provisioning
SGX.008	Flex Launch Control locked (Greenlow Platform unsupported)
SGX.009	Flex Launch Control unlocked (Greenlow Platform unsupported)

· Test tool link
Intel(R)_SGX_Windows_x64_PSW
SGXBIOSInfoTool
SGXFunctionalValidationTool




Setting
	Step1. Check BIOS setup has SGX item and options.
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	1. Boot to BIOS.
2. Check BIOS “Software Guard Extensions (SGX)” item has “Disabled”, “Enabled”, “Software Controlled” options.
· If CPU not support SGX, SGX item will hidden.

	Step2. Install Windows UEFI OS. (must be UEFI mode)
1. BIOS load default, press F10 save and exit.
2. Install Windows UEFI OS. (It must install UEFI mode OS)
3. Use SCD to install drivers, check Device Manager without yellow mark.

· Mehlow: SGX Tool only support E-2186G/ E-2176G/ E-2174G CPU test under 2019 UEFI OS 


	Step3. Install “Intel(R)_SGX_Windows_x64_PSW” under OS.
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	1. Boot to BIOS.
2. Software Guard Extensions (SGX) set to “Enabled”
3. Press F10 save and exit.

· Follow Document “Intel SGX Installation Guide for Windows OS”: You need to configure Intel® SGX as “Enabled” in BIOS before installing Intel® SGX PSW.
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	4. Copy test tool “Intel(R)_SGX_Windows_x64_PSW” folder to OS desktop.
· Tool link:
\\ar-ebios-03\BIOS\TestTool\SGX\Mehlow\PSW_for_Win
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	Windows 10 Fall Creators Update (version 1709) and later
5. Into “PSW_INF_WinServer2019” folder.
6. Execute Command Prompt from the tool folder.
7. Execute “pnputil /add-driver sgx_base.inf /install”
8. Check Driver package added successfully and installed.
9. Execute “pnputil /add-driver sgx_psw.inf /install”
10. Check Driver package added successfully and installed.

	Step3. Copy “SGXBIOSInfoTool” and “SGXFunctionalValidationTool” to OS.

	[image: ]
[image: ]
	1. Copy “SGXBIOSInfoTool” and “SGXFunctionalValidationTool” folders to OS desktop.

· Tool link:
\\ar-ebios-03\BIOS\TestTool\SGX\Mehlow\BIT_for_Win

\\ar-ebios-03\BIOS\TestTool\SGX\Mehlow\FVT_for_Win







SGX.001 SGX Enable
	Step1. SGX set Enabled, run SGX BIOS Info Tool with -v –l, check SGX is enabled.
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	1. Boot to BIOS.
2. Software Guard Extensions (SGX) set to “Enabled”.
SGX Launch Control Policy set to "Unlocked".(Greenlow Platform unsupported)
3. Press F10 save and exit.
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	4. Boot to OS.
5. Execute Command Prompt as administrator.
6. Execute “SgxBIOSInfoTool.exe -v -l”
(not support “V”, “L”) and wait 10~15 sec.
7. Confirm result as SGX enabled and without error/ fail message during execution. It will show “Correct SGX BIOS Implementation has been verified.”
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rename↓
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	8. Go to tool folder, find "SgxBIOSInfoToolOutput" log file, and rename this file. (Separate logs of every executed to different file.)

※ If file name not change, it will generate new logs in same file in next time executed (will not overwritten old log).



	Pass Log↓
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Fail Log example↓
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	9. Open log file and confirm result as SGX enabled. 
10. Check all logs without any error or fail message. 
11. Check green area will exist.

	Step2. Reboot system, run SGX BIOS Info Tool with -v –l, check SGX is enabled.
1. Reboot system.
2. Run SGX.001 Step1. 4~11 again, confirm result as SGX enabled.

	Step3. Resume from S3 state, run SGX BIOS Info Tool with -v –l, check SGX is enabled.
1. Perform S3 state, resume from S3 state.
2. Run SGX.001 Step1. 4~11 again, confirm result as SGX enabled.

	Step4. Resume from S4, S5 state, run SGX BIOS Info Tool with -v –l, check SGX is enabled.
1. Perform S4 state, resume from S4 state.
2. Perform S5 state, resume from S5 state.
3. Run SGX.001 Step1. 4~11 again, confirm result as SGX enabled.

	Step5. Boot to BIOS, SGX Launch Control Policy set to "Intel Locked" to test SGX is Enabled. 
(Greenlow Platform unsupported)
1. Boot to BIOS, Software Guard Extensions (SGX) set to “Enabled”, SGX Launch Control Policy set to "Intel Locked". 
2. Boot to OS. Run SGX.001 Step1. 4~11 again, confirm result as SGX enabled.
3. Reboot system. Run SGX.001 Step1. 4~11 again, confirm result as SGX enabled.
4. Resume from S3 state. Run SGX.001 Step1. 4~11 again, confirm result as SGX enabled.
5. Resume from S4 state, and resume from S5 state. Run SGX.001 Step1. 4~11 again, confirm result as SGX enabled.





SGX.002 SGX Disable
	Step1. SGX set Disabled, run SGX BIOS Info Tool with -v –l, check SGX is disabled.
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	1. Boot to BIOS.
2. Software Guard Extensions (SGX) set to “Disabled”. 
SGX Launch Control Policy set to "Unlocked", and this item will hide. (Greenlow Platform unsupported)
3. Press F10 save and exit.
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	4. Boot to OS.
5. Execute Command Prompt as administrator.
6. Execute “SgxBIOSInfoTool.exe -v -l”
7. Confirm result as SGX disabled and without error/ fail message during execution. It will show “If SGX setup option = Disabled. This is expected behavior. PASS.” 
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rename↓
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	8. Go to tool folder, find 
"SgxBIOSInfoToolOutput" log file, and rename this file. (Separate logs of every executed to different file.)

※ If file name not change, it will generate new logs in same file in next time executed (will not overwritten old log).

	Pass Log↓
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	9. Open log file and confirm result as SGX disabled. 
10. Check all logs without any error or fail message. 
11. Check green area will exist.

	Step2. Reboot system, run SGX BIOS Info Tool with -v –l, check SGX is disabled.
1. Reboot system. 
2. Run SGX.002 Step1. 4~11 again, confirm result as SGX disabled.

	Step3. Resume from S3 state, run SGX BIOS Info Tool with -v –l, check SGX is disabled.
1. Perform S3 state, resume from S3 state. 
2. Run SGX.002 Step1. 4~11 again, confirm result as SGX disabled.

	Step4. Resume from S4, S5 state, run SGX BIOS Info Tool with -v –l, check SGX is disabled.
1. Perform S4 state, resume from S4 state. 
2. Perform S5 state, resume from S5 state.
3. Run SGX.002 Step1. 4~11 again, confirm result as SGX disabled.

	Step5. Boot to BIOS, SGX Launch Control Policy set to "Intel Locked" to test SGX is Disabled. 
(Greenlow Platform unsupported)
1. Boot to BIOS, Software Guard Extensions (SGX) set to “Disabled”. SGX Launch Control Policy set to "Intel Locked" and this item will hide.
2. Boot to OS. Run SGX.002 Step1. 4~11 again, confirm result as SGX disabled.
3. Reboot system. Run SGX.002 Step1. 4~11 again, confirm result as SGX disabled.
4. Resume from S3 state. Run SGX.002 Step1. 4~11 again, confirm result as SGX disabled.
5. Resume from S4 state, and resume from S5 state. Run SGX.002 Step1. 4~11 again, confirm result as SGX disabled.



[bookmark: _GoBack]SGX.003 SGX Software Control
	Step1. Make sure SGX is disabled and select Software Control option in BIOS setup menu.
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	1. Boot to BIOS.
2. Make sure Software Guard Extensions (SGX) is “Disabled”.
3. Set to “Software Controlled”.
4. SGX Launch Control Policy set to "Unlocked".(Greenlow Platform unsupported)
5. Press F10 save and exit.

	Step2. Boot to OS, run SGX BIOS Info Tool with -v –l, check SGX is disabled.
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	1. Boot to OS.
2. Execute Command Prompt from the tool folder.
3. Execute “SgxBIOSInfoTool.exe -v -l” and wait 10~15 sec.
4. Confirm result without error/ fail message. It will show
“SGX has not yet been enabled per CPUID.”
 “Software Controlled interface request to enable SGX has been sent. Reboot the system and run the test again.”
“Correct SGX BIOS Implementation has been verified.”
20190814update
用BIOS Info Tool v0.7.1.1，在E3C242D4U2-2T驗證結果無綠色字。與BIOS RD Billy確認過，可能與Tool改版有關，如果其他資訊無error並且與SOP一致，則算正常。

Note:
因為前面步驟(unlocked時)是Disabled SGX, 所以這邊result會是Disabled
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	5. Go to tool folder, find 
"SgxBIOSInfoToolOutput" log file, and rename this file. (Separate logs of every executed to different file.)
6. Open log file and confirm result 
(Green area will exist.)
7. Check all logs without any error or fail message.

	Step3. Reboot system, run SGX BIOS Info Tool with -v –l, check SGX is now enabled.
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	1. Reboot system, do not enter BIOS setup.
2. Boot to OS.
3. Execute Command Prompt as administrator.
4. Execute “SgxBIOSInfoTool.exe -v -l”.
5. Confirm result as SGX enabled and without error/ fail message during execution. 
6. Go to tool folder, find "SgxBIOSInfoToolOutput" log file, and rename this file. (Separate logs of every executed to different file.)
7. Open log file and confirm result as SGX enabled. 
8. Check all logs without any error or fail message.
9. Check green area will exist.

	Step4. Reboot system and run SGX.003 Step3 again to check SGX is enabled.
1. Reboot system and into OS. (Do not enter BIOS setup.)
2. Run SGX.003 Step3. 2~9 again, confirm result as SGX enabled.

	Step5. Resume from S3 state, run SGX BIOS Info Tool with -v –l, check SGX is enabled.
3. Perform S3 state, resume from S3 state. (Do not enter BIOS setup.)
4. Run SGX.003 Step3. 2~9 again, confirm result as SGX enabled.

	Step6. Resume from S4, S5 state, run SGX BIOS Info Tool with -v –l, check SGX is enabled.
1. Perform S4 state, resume from S4 state. (Do not enter BIOS setup.)
2. Perform S5 state, resume from S5 state. (Do not enter BIOS setup.)
3. Run SGX.003 Step3. 2~9 again, confirm result as SGX enabled.

	Step7. Boot to BIOS, SGX Launch Control Policy set to "Intel Locked" to test.
(Greenlow Platform unsupported)
1. Boot to BIOS, Software Guard Extensions (SGX) set to “Software Controlled”. SGX Launch Control Policy set to "Intel Locked".
2. Boot to OS. Run SGX.003 Step2 again, confirm result as SGX disabled.
3. Reboot system. Run SGX.003 Step3 again, confirm result as SGX enabled.
Note: 因為前面步驟(unlocked時)是Enabled SGX, 所以這邊result都會是Enabled (不會有SGX.003 Step2 result)
4. Reboot system again. Run SGX.003 Step4 again, confirm result as SGX enabled.
5. Resume from S3 state. Run SGX.003 Step5 again, confirm result as SGX enabled.
6. Resume from S4 state, and resume from S5 state. Run SGX.003 Step6 again, confirm result as SGX enabled.










SGX.004 Make sure memory allocated for Processor Reserved Memory (PRM) is marked as reserved
	Step1. When SGX is enabled, "SgxBIOSInfoToolOutput" log will display PRM range.
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	1. "SgxBIOSInfoToolOutput" log will display PRM range.

Ex: C246M WS PRM is set to 0x80000000 - 0x87ffffff (128MB, 0x8000 pages)

Ex: C236M WS PRM is set to 0x70000000 - 0x77ffffff (128MB, 0x8000 pages)

	Step2. Boot to UEFI Shell, run memmap and ensure range reported in the MSR is marked as reserved or hardware reserved.
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	1. Boot to UEFI Shell.
2. Executes “memmap”.
3. Check PRM are set as reserved.

Ex: C246M WS PRM is set to 0x80000000 - 0x87ffffff (128MB, 0x8000 pages)

Ex: C236M WS PRM is set to 0x70000000 - 0x77ffffff (128MB, 0x8000 pages)

	Step3. Boot to BIOS, SGX Launch Control Policy set to "Intel Locked" to check. 
(Greenlow Platform unsupported)
1. Boot to BIOS, Software Guard Extensions (SGX) set to “Enabled”, SGX Launch Control Policy set to "Intel Locked". 
2. Run SGX.004 Step2 again, run memmap and ensure range reported in the MSR is marked as reserved or hardware reserved.






SGX.005 SGX Functionality Test
	Step1. SGX set Enabled, run SGX BIOS Info Tool with -v –l, check SGX is enabled. 
(Same as SGX.001 - Step.1)
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	1. Boot to BIOS.
2. Software Guard Extensions (SGX) set to “Enabled”.
SGX Launch Control Policy set to "Unlocked".(Greenlow Platform unsupported)
3. Press F10 save and exit.
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	4. Boot to OS. 
5. Execute Command Prompt as administrator.
6. Execute “SgxBIOSInfoTool.exe -v -l”.
7. Confirm result as SGX enabled and without error/ fail message during execution.
8. Go to tool folder, find "SgxBIOSInfoToolOutput" log file, and rename this file.
9. Open log file and confirm result as SGX enabled. 
10. Check all logs without any error or fail message.

	Step2. Run SGX Functional Validation tool with -v -l -skip_pse_tests.
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	1. Execute Command Prompt as administrator.
2. Execute “SGXFunctionalValidationTool.exe -v -l -skip_pse_tests”.
WorkStation:Execute“SGXFunctionalValidationTool.exe -v -l”
3. Cmd windows will display “Enter to hibernate the system for testing: (Wake the system to continue)”.
WorkStation: Cmd windows will display “Enter to suspend…”, press “Enter”, check system will into S3 state, press power button to resume from S3 state, check Cmd windows will display “Enter to hibernate…”.
4. Press “Enter”, check system will into S4 state.
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	5. Press power button to resume from S4 state.
6. Check Cmd windows will display “Enter to resume test”.
7. Press “Enter”.
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	8. Check Cmd windows will display success message and “Enter to reboot for testing: (Restart application to continue)”
9. Press “Enter”, check system will reboot.
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	10. Execute Command Prompt as administrator.
11. Execute “SGXFunctionalValidationTool.exe -v -l -skip_pse_tests” again.
WorkStation:Execute“SGXFunctionalValidationTool.exe -v -l” again.
12. Check Cmd windows will display “Successfully sealed and unsealed data across reboot.” and “Enter to shutdown for testing: Restart system and application to continue)”
13. Press “Enter”, check system will shutdown.

	Step3. Check test result without any fail log.
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	1. Press power button to power on system.
2. Boot to OS.
3. Execute Command Prompt as administrator.
4. Execute “SGXFunctionalValidationTool.exe -v -l -skip_pse_tests. Again.
WorkStation:Execute“SGXFunctionalValidationTool.exe -v -l” again.
5. Confirm result without error/ fail message.
6. Check Test Summary without any failure.

※Note
If test on Server model, test result have “FAILURE: Test sealing and unsealing data across standby boundary”, no need to open bug.
(Because it is S3 test, Server not support S3, old test tool will skip this test on Sever, new test tool 0-7-15-1 will not skip S3 test.)

	Pass Log↓
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Fail Log example↓
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	7. Go to tool folder, find 
"SgxFunctionalValidationToolOutput" log file, and rename this file. (Separate logs of every executed to different file.)
8. Open log file and confirm result without any failure. 
9. Check the Test Summary (at the bottom of the log file) is same as Green area.

	Step4. Boot to BIOS, SGX Launch Control Policy set to "Intel Locked" to test SGX Functionality Test. (Greenlow Platform unsupported)
1. Boot to BIOS, Software Guard Extensions (SGX) set to “Enabled”, SGX Launch Control Policy set to "Intel Locked". 
2. Boot to OS. Run SGX.005 Step1. 4~10 again, confirm result as SGX enabled.
3. Run SGX.005 Step2 again, run SGX Functional Validation tool.
4. Run SGX.005 Step3 again, check test result without any fail log.









SGX.006 BIOS update should not impact SGX state
	Step1. SGX set Enabled, run SGX BIOS Info Tool with -v –l, check SGX is enabled.
(Same as SGX.001 - Step.1)
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	1. Boot to BIOS.
2. Software Guard Extensions (SGX) set to “Enabled”.
SGX Launch Control Policy set to "Unlocked".(Greenlow Platform unsupported)
3. Press F10 save and exit.
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	4. Boot to OS. 
5. Execute Command Prompt as administrator.
6. Execute “SgxBIOSInfoTool.exe -v -l”.
7. Confirm result as SGX enabled and without error/ fail message during execution. 
8. Go to tool folder, find "SgxBIOSInfoToolOutput" log file, and rename this file.
9. Open log file and confirm result as SGX enabled. 
10. Check all logs without any error or fail message.

	Step2. Update BIOS via Instant flash, run SGX BIOS Info Tool with -v –l, check SGX is still enabled.
1. Update BIOS via Instant flash.
2. Run SGX.006 Step1. 4~10 again, confirm result still as SGX enabled.

	Step3. Update BIOS via wIFUWIN, run SGX BIOS Info Tool with -v –l, check SGX is still enabled.
1. Update BIOS via wIFUWIN.
2. Run SGX.006 Step1. 4~10 again, confirm result still as SGX enabled.

	Step4. Update BIOS via wIFUDOS, run SGX BIOS Info Tool with -v –l, check SGX is still enabled.
1. Update BIOS via wIFUDOS.
2. Run SGX.006 Step1. 4~10 again, confirm result still as SGX enabled.

	Step5. Update BIOS via AFUWIN, run SGX BIOS Info Tool with -v –l, check SGX is still enabled.
1. Update BIOS via AFUWIN with /p /b /n
2. Run SGX.006 Step1. 4~10 again, confirm result still as SGX enabled.

	Step6. Update BIOS via AFUEFI, run SGX BIOS Info Tool with -v –l, check SGX is still enabled.
1. Update BIOS via AFUEFI with /p /b /n
2. Run SGX.006 Step1. 4~10 again, confirm result still as SGX enabled.

	Step7. Boot to BIOS, SGX Launch Control Policy set to "Intel Locked" to test BIOS update. 
(Greenlow Platform unsupported)
1. Boot to BIOS, Software Guard Extensions (SGX) set to “Enabled”, SGX Launch Control Policy set to "Intel Locked". 
2. Run SGX.006 Step1. 4~10 again, confirm result as SGX enabled.
3. Boot to BIOS, SGX Launch Control Policy set to "Intel Locked". Run SGX.006 Step2 again, confirm result as SGX enabled.
4. Boot to BIOS, SGX Launch Control Policy set to "Intel Locked". Run SGX.006 Step3 again, confirm result as SGX enabled.
5. Boot to BIOS, SGX Launch Control Policy set to "Intel Locked". Run SGX.006 Step4 again, confirm result as SGX enabled.
6. Boot to BIOS, SGX Launch Control Policy set to "Intel Locked". Run SGX.006 Step5 again, confirm result as SGX enabled.
7. Boot to BIOS, SGX Launch Control Policy set to "Intel Locked". Run SGX.006 Step6 again, confirm result as SGX enabled.



SGX.007 EPID and PSE Provisioning
	Step1. SGX set Enabled, run SGX BIOS Info Tool with -v –l, check SGX is enabled.
(Same as SGX.001 - Step.1)
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	1. Boot to BIOS.
2. Software Guard Extensions (SGX) set to “Enabled”.
SGX Launch Control Policy set to "Unlocked".(Greenlow Platform unsupported)

3. Press F10 save and exit.
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	4. Boot to OS. 
5. Execute Command Prompt as administrator.
6. Execute “SgxBIOSInfoTool.exe -v -l”.
7. Confirm result as SGX enabled and without error/ fail message during execution.
8. Go to tool folder, find "SgxBIOSInfoToolOutput" log file, and rename this file.
9. Open log file and confirm result as SGX enabled. Check all logs without any error or fail message.

	Step2. Connect platform to the Internet.
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	1. Connect LAN cable to MB.
2. Check network connect successfully.

	Step3. Run SGX Functional Validation Tool with -l -v -skip_power_tests -prov_epid -skip_pse_tests.

	[image: ]
	1. Execute Command Prompt from the tool folder.
2. Execute “SGXFunctionalValidationTool.exe -l -v -skip_power_tests -prov_epid -skip_pse_tests”.
WorkStation: Execute “SGXFunctionalValidationTool.exe -l -v -skip_power_tests -prov_epid -prov_pse”

	Step4. Check test result without any fail log.
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Fail example↓
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	1. Confirm result without error/ fail message.
2. Check Test Summary without any failure.

	Pass Log↓
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Fail Log example↓
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	3. Go to tool folder, find 
"SgxFunctionalValidationToolOutput" log file, and rename this file. (Separate logs of every executed to different file.)
4. Open log file and confirm result without any failure. 
5. Check the Green area will exist.

	Step5. Boot to BIOS, SGX Launch Control Policy set to "Intel Locked" to test EPID and PSE Provisioning. 
(Greenlow Platform unsupported)
1. Boot to BIOS, Software Guard Extensions (SGX) set to “Enabled”, SGX Launch Control Policy set to "Intel Locked". 
2. Boot to OS. Run SGX.007 Step1. 4~9 again, confirm result as SGX enabled.
3. Run SGX.007 Step2 again, connect the Internet.
4. Run SGX.007 Step3 again, run SGX Functional Validation Tool.
5. Run SGX.007 Step4 again, check test result without any fail log.



SGX.008 Flex Launch Control locked (Greenlow Platform unsupported)
	Step1. SGX set Enabled, run SGX BIOS Info Tool with -v –l, check SGX is enabled.
(Same as SGX.001 - Step.1)
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	1. Boot to BIOS.
2. Software Guard Extensions (SGX) set to “Enabled”.
3. Press F10 save and exit.
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	4. Boot to OS. 
5. Execute Command Prompt from the tool folder.
6. Execute “SgxBIOSInfoTool.exe -v -l”.
7. Confirm result as SGX enabled and without error/ fail message during execution.
8. Go to tool folder, find "SgxBIOSInfoToolOutput" log file, and rename this file.
9. Open log file and confirm result as SGX enabled. Check all logs without any error or fail message.

	Step2. Set SGX Flex Launch control policy to “locked” in BIOS.
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	1. Boot to BIOS.
2. SGX Launch Control Policy set to “Locked”.

	Step3. Set all the SGX LE pubic key hash in BIOS.
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key in↓
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	1. According to the SGX LE keys displayed in FVT (SGX Functional Validation Tool running with -v will display), key in“SGX LE pubic key hash x”.
※ Can refer to the FVT log of the SGX.005 or SGX.007 test case.

2. Press F10 save and exit.

	Step4. Run SGX Functional Validation Tool with -l -v -skip_power_tests -skip_pse_tests -lcp_legacy_locked
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	1. Boot to OS.
2. Execute Command Prompt from the tool folder.
3. Execute “SGXFunctionalValidationTool.exe -l -v -skip_power_tests -skip_pse_tests -lcp_legacy_locked”.

	Step5. Check test result without any fail log.
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Fail example↓
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	1. Confirm result without error/ fail message.
2. Check Test Summary without any failure.

	Pass Log↓
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	3. Go to tool folder, find 
"SgxFunctionalValidationToolOutput" log file, and rename this file. (Separate logs of every executed to different file.)
4. Open log file and confirm result without any failure. 
5. Check the Green area will exist.










SGX.009 Flex Launch Control unlocked (Greenlow Platform unsupported)
	Step1. SGX set Enabled, run SGX BIOS Info Tool with -v –l, check SGX is enabled.
(Same as SGX.001 - Step.1)

	[image: ]
	1. Boot to BIOS.
2. Software Guard Extensions (SGX)” set to “Enabled”.
3. Press F10 save and exit.
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	4. Boot to OS. 
5. Execute Command Prompt from the tool folder.
6. Execute “SgxBIOSInfoTool.exe -v -l”.
7. Confirm result as SGX enabled and without error/ fail message during execution.
8. Go to tool folder, find "SgxBIOSInfoToolOutput" log file, and rename this file.
9. Open log file and confirm result as SGX enabled. Check all logs without any error or fail message.

	Step2. Set SGX Flex Launch control policy to “unlocked” in BIOS.
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	1. Boot to BIOS.
2. SGX Launch Control Policy set to “Unlocked”.
3. Press F10 save and exit.

	Step3. Run SGX Functional Validation Tool with -l -v -skip_power_tests -skip_pse_tests -lcp
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	1. Boot to OS.
2. Execute Command Prompt from the tool folder.
3. Execute “SGXFunctionalValidationTool.exe -l -v -skip_power_tests -skip_pse_tests -lcp”.

	Step4. Check test result without any fail log.
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	1. Confirm result without error/ fail message.
2. Check Test Summary without any failure.

	Pass Log↓
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	3. Go to tool folder, find 
"SgxFunctionalValidationToolOutput" log file, and rename this file. (Separate logs of every executed to different file.)
4. Open log file and confirm result without any failure. 
5. Check the Green area will exist.


Note: First Release Configuration
E3C236D2I  MB: R1.02 (PPID: 14518963-0000003) + BIOS: L2.50A + BMC: L7.10.00
CPU: ASRS-CPU-KABYLAKE-XEON-1151-E3-1230V6-QMC6-3.5G-100-B0-72W-8M-05
DRAM: ASRS-DDR4-KINGSTON1-4G-2133-15-ECC-1.2V-09, 11
OS: Windows 2016 UEFI OS (1607) (USB install) + SCD: IIC2D-17.03

E3C246D4U  MB: R1.01 (PPID: 16627027-0000018) + BIOS: P1.10 + BMC: P1.10.00
CPU: ASRS-CPU-COFFEE-S-GT2-XEON-VPRO-1151-E-2174G-QPA0-3.8G-U0-100-71W-8M-04
DRAM: ASRS-DDR4-KINGSTON1-4G-2133-15-ECC-1.2V-09,10
OS: Windows 2016 UEFI OS (1607 Build 14393.1884) (USB install) + SCD: IIC24X-10

C236M WS  MB: R1.03 (PPID: 14712715-0000019) + BIOS P3.00
CPU: ASRS-CPU-SKYLAKE-S-GT2-SVR-1151-E3-1225V5-QJ7D-3.3G-R0-80W-8M-20
DRAM: ASRS-DDR4-KINGSTON2-4G-2133-15-1.2V-01, 03
OS: Win10 (1607) UEFI OS (PXE Server install) + SCD: IIWS4-12

C246M WS  MB: R1.02 (PPID: 17144348-0000001) + BIOS L1.03
CPU: ASRS-CPU-COFFEE-S-GT2-XEON-VPRO-1151-E-2174G-QPA0-3.8G-U0-100-71W-8M-04
DRAM: ASRS-DDR4-CRUCIAL-8G-2666-19-ECC-1.2V-03, 04
OS: Win10 (1607) UEFI OS (PXE Server install) + SCD: IIWSC24-10
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:\Users\Administrator\intel sgx windows x64_psw_2.2.164.49337\Intel SGX Windows x64 PSW_2.2.184.49337\PSW_INF_WinServer2619>pnputil /add-driver sgx base.inf /install
Microsoft PnP Utility

Adding driver package: sgx_base.inf
Driver package added successfully.
Published Name: oem22.inf
Driver package installed.

Total driver packages: 1
added driver packages: 1

1\Users\Administrator\intel_sgx_windows_x64_psw_2.2.164.49337\Intel_SGX_Windows_x64_PSW_2.2.104.49337\PSW_INF_WinServer2e19>pnputil /add-driver sgx_psw.inf /install
Microsoft PnP Utility

Adding driver package: sgx_psu.inf
Driver package added successfully.
Published Mame: oem23.inf
Driver package installed.

Total driver packages: 1
added driver packages: 1

C:\Users\Administrator\intel sgx_windows x64_psu_2.2.184.49337\Intel SGX_Windows_x64_PSW_2.2.1@4.40337\PSW_INF_WinServer2@19>.
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PRM is set to 0x80600600 - OXS7FFFFFf (128MB, 0x8060 pages)

ALl cores appear to be programmed correctly.

FYI: Manual verification is required to make sure that the PRMRR
range above has been correctly reserved for SGX use from the 0S.
Please use an appropriate £820 dump tool or the

EFT shell 'memmmap’ command to verify this.

Correct SGX BIOS Implementation has been verified.

C:\Users\Administrator\Desktop\SGX\SGXBIOSInfoTool _ve.5.29.2>0
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Intel(R) Software Guard Extensions BIOS Info Tool Version 0.5.29.2

Thu Jul 19 14:47:34 2018

CPU Generation: CoffeeLake
CPU Brand String: “Intel(R) Xeon(R) E-2174G CPU @ 3.80GHz"
Processor signature: 0x306ea

Processor type: 0x0
Extended Family: 0x0
Family: 0x6
Extended Model: 0x9
Model: Oxe
Stepping: Oxa

WMIC BIOS GET BIOSVersion

WMIC BIOS GET SMBIOSBIOSVersion

WMIC OS GET BuildNumber

powershell (Get-WindowsOptionalFeature -FeatureName Microsoft-Hyper-V-All -Online) State
powershell Confirm-SecureBootUEFI

VirtualizationBasedSecurity status: 0

SKIPPING LCP TEST

Using CPUID to detect SGX device:

INFO: CPUID Ox7 = 0x29¢6fbf

INFO: CPUID 0x12 = OxL
SGX support detected via CPUID

uCode patch version: 0x00000086

EPC_Starting address from CPUID: 0x80200000
EPC_Size from CPUID: 0x500000 (34MB)
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SGX Enclave Capabilites via CPUID:

sgx_attr->flags = 0x36

Bit[L]: Enclave debug features are enabled.

Bit[2]: Enclave is 64bit.

Bit[4]: Enclave has access to the provisioning key via EGETKEY.

Bit[S]: Enclave has access to the Launch token (EINITTOKEN) key via EGETKEY.
sgi_attr->xfrm = Ox1f

Bit[0]: Legacy X87 state can be managed via XSAVE, XSAVEOPT and XRSTOR instructions.

Bit[L]: SSE state can be managed via XSAVE, XSAVEOPT and XRSTOR instructions.

Bit[2]: AVX state can be managed via XSAVE, XSAVEOPT and XRSTOR instructions.

SGX native OS support detected.
SGX native OS support detected.

MSR_UNCORE_PLATFORM_ID: 0x0004000000000000
Full MSR_IA32_DEBUG_INTERFACE 0xC80: 0x0000000040000000
SGX Locked for Production Mode MSR value: 0x0000000000000000

Full SGX CPU SVN from MSR_UCODE_CR_BIOS_SE_SVN (MSR 0x302) 000080ff04020000
PR_RESET SVN: 0x00
LATE SVN: 0x00
SINIT SVN: 0x02
SCLEAN/BIOSAC SVN: 0x04
Boot Guard (Anchor Cove) SVN: Oxff (Not loaded)
BIOS Guard (PFAT) SVN: 0x80
Manual inspection of SVN values required to verify they are loaded/set correctly.
ON PROCESSOR 0 MSR_JA32_FEATURE_CONTROL= 40005
Using CPUID to detect SGX device:
INFO: CPUID Ox7 = 0x29¢6fbf
INFO: CPUID 0x12 = OxL
SGX support detected via CPUID
ON PROCESSOR 1 MSR_JA32_FEATURE_CONTROL= 40005
Using CPUID to detect SGX device:
INFO: CPUID Ox7 = 0x29¢6fbf
INFO: CPUID 0x12 = OxL
SGX support detected via CPUID
ON PROCESSOR 2 MSR_JA32_FEATURE_CONTROL= 40005
Using CPUID to detect SGX device:
INFO: CPUID Ox7 = 0x29¢6fbf
INFO: CPUID 0x12 = OxL
SGX support detected via CPUID
ON PROCESSOR 3 MSR_IA32_FEATURE_CONTROL= 40005
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ON PROCESSOR 3 MSR_IA32_FEATURE_CONTROL= 40005
Using CPUID to detect SGX device:
INFO: CPUID Ox7 = 0x29¢6fbf
INFO: CPUID 0x12 = OxL
SGX support detected via CPUID
ON PROCESSOR 4 MSR_JA32_FEATURE_CONTROL= 40005
Using CPUID to detect SGX device:
INFO: CPUID Ox7 = 0x29¢6fbf
INFO: CPUID 0x12 = OxL
SGX support detected via CPUID
ON PROCESSOR 5 MSR_JA32_FEATURE_CONTROL= 40005
Using CPUID to detect SGX device:
INFO: CPUID Ox7 = 0x29¢6fbf
INFO: CPUID 0x12 = OxL
SGX support detected via CPUID
ON PROCESSOR 6 MSR_JA32_FEATURE_CONTROL= 40005
Using CPUID to detect SGX device:
INFO: CPUID Ox7 = 0x29¢6fbf
INFO: CPUID 0x12 = OxL
SGX support detected via CPUID
ON PROCESSOR 7 MSR_JA32_FEATURE_CONTROL= 40005
Using CPUID to detect SGX device:
INFO: CPUID Ox7 = 0x29¢6fbf
INFO: CPUID 0x12 = OxL
SGX support detected via CPUID

PRM Capabilites:

PRMRR_VALID_CONFIG MSR: 0x00000000000000€0
Supported PRM size(s) (MB):, 32, 64,128

Uncore PRM settings:

UNCORE_PRMRR_PHYS_BASE MSR: 0x0000000080000000
Uncore PRMRR Base Address: 0x0000000080000000
UNCORE_PRMRR_PHYS_MASK MSR: 0x0000007ff8000c00
PRMRR locked.
PRMRR valid.

Core PRM settings:
PRMRR_BASE MSR: 0x0000000080000006

PRMRR Base Address: 0x0000000080000000
PRMRR Memory Type: 0x06 (W8)
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PRMRR_MASK MSR: 0x7ff8000c00
PRMRR Mask: 0x0000007ff8000000
PRMRR locked.
PRMRR valid.

PRM is set to 080000000 - Ox87ffffff (128MB, 0x8000 pages)

FYL: Manual verification is required to make sure that the PRMRR
range above has been correctly reserved for SGX use from the OS.
Please use an appropriate E820 dump tool or the

EFl shell 'memmmap’ command to verify this.
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are loaded/set correcth

Using CPUID to detect SGX device:
INFO: CPUID Ox7 = 0x29¢6fbf
INFO: CPUID 0x12 = OxL
SGX support detected via CPUID
ON PROCESSOR 1 MSR_JA32_FEATURE_CONTROL= 40005
Using CPUID to detect SGX device:
INFO: CPUID Ox7 = 0x29¢6fbf
PUID 0x12 = Ox1
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Microcode Revision S06EA 86

Max CPU Speed 3800 HHz

Min CPU Speed 800 MHz

Frocessor Cares 4

Intel Hyper Threading Technology Supported

Intel VT-x Technology Supported

Intel SMX Technology Supported

Spread Spectrum [Disabled;

Intel Hyper Threading Techonogy [Enabled:
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SGX has not yet been enabled per CPUID.

uCode patch version: 6x00600686

SGX disabled tests...
The 05 has APIs to natively support SGX, but SGX is not enabled in the hardware/BIOS/
hypervisor/other such that the 05 can use those APTs.

SGX native OS support detected.

WARNING: SGX is disabled. Unable to read EPC_BIOS EFI variable.

Please check platform SGX setup selection:

1. If SGX setup option = Disabled. This is expected behavior. PASS.

2. If SGX setup option = Enabled, EPC_BIOS EFI Variable is expected not to exist
, however SGX is not enabled. FAILURE.

3. If SGX setup option = Software Control, EPC_BIOS EFI Variable is expected to

exist in order for the tool to request SGX to be enabled, FAILURE.

Please check for potential implementation issues.

:\Users\Adninistrator\Desktop\SGXBIOSInfoTool_v6.5.29.25,
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Intel(R) Software Guard Extensions BIOS Info Tool Version 0.5.29.2

Thu Jul 19 15:34:05 2018

CPU Generation: CoffeeLake
CPU Brand String: “Intel(R) Xeon(R) E-2174G CPU @ 3.80GHz"
Processor signature: 0x906ea

Processor type: 0x0

Extended Family: 0x0

Family: 0x6

Extended Model: 0x9

Model: Oxe

Stepping: Oxa

WMIC BIOS GET BIOSVersion
WMIC BIOS GET SMBIOSBIOSVersion
WMIC OS GET BuildNumber
powershell (Get-WindowsOptionalFeature -FeatureName Microsoft-Hyper-V-All -Online) State
powershell Confirm-SecureBootUEFT
VirtualizationBasedSecurity status: 0
SKIPPING LCP TEST
Using CPUID to detect SGX device:
INFO: CPUID 0x7 = 0x29¢6fbf
INFO: CPUID 0x12 = 0x0
SGX has not yet been enabled per CPUID.
uCode patch version: 0x00000086
GX disabled tests.
The OS has APIs to natively support SGX, but SGX is not enabled in the hardware/BIOS/hypervisor/other such that
the OS can use those APIs.

SGX native OS support detected.
WARNING: SGX is disabled. Unable to read EPC_BIOS EFI variable.

Please check platform SGX setup sele

ot to exist, however SGX is not
enabled. FAILURE.
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3. If SGX setup option = Software Control, EPC_BIOS EFI Variable is expected to exist in order for the tool
to request SGX to be enabled, FAILURE.

Please check for potential implementation issues.





image22.png
B cvanced

Intel(R) Xeon(R) E-2174G CPU @ 3.80GHZ N

Microcode Revision

Max CPU Speed

Min CPU Speed

Frocessor Cares

Intel Hyper Threading Technology
Intel VT-x Technology

Intel SMX Technology

SGX Launch Control Policy
Spread Spectrum
Intel Hyper Threading Techonogy

S06EA 86
3800 HHz
800 MHz

4
Supported
Supported
Supported

[uniocked]
[Disabled]
[Enabled]




image23.png
! Users\Adninistrator\Desktop\SGXBIOSInfoTool_ve.5.29.2>5gxBI0SInfoTool exe -v -1

Intel(R) Software Guard Extensions BI0S Info Tool Version ©.5.29.2

n Jul 30 1

34 2018

PU Generation: CoffeeLake
PU Brand String: "Intel(R) Xeon(R) E-2174G CPU @ 3.80GHZ"
Processor signature: @x986ea

Processor type: 6x6

Extended Family: €xe

Family: ox6

Extended Model: @xo

Model: exe

Stepping: Oxa

MMIC BIOS GET BIOSVersion
BIOSVersion={"ALASKA - 1672669","L9.36", "Anerican Megatrends - 5006D"}

WMIC BIOS GET SMBIOSBIOSVersion
MBIOSBIOSVersion=Le.30

MMIC 0S GET BuildNumber
Buildiunber=14393

powershell (Get-WindowsOptionalFeature -FeatureName Microsoft-Hyper-V-All -Online).State

powershell Confirm-SecureBootUEFT
False

irtualizationBasedSecurity status: @

KIPPING LCP TEST
sing CPUID to detect SGX device:

TNFO: CPUID 6x7 - @x29C67bF

INFO: CPUID 0x12 = €x0

SGX has not yet been enabled per CPUID.

uCode patch version: 0x00000086

disabled tests...
The 0S has APLs to natively support SGX, but SGX is not enabled in the hardware/BIOS/hypervisor/other such that
the 0S can use those APIS

native 05 support detected.

GX EFT variable as set by BIOS:
BiosConfig.MaxEpcSize = 0X5040000 (93MB)
BiosConfig.EpcSize - 0x0 (BMB)
BiosConfig. SupportedPragins = exed
BiosConfig.Epchap[5] = 0x1500000 (21MB)
BiosConfig.Epchap[6] - @x2da0eee (4SHB)
BiosConfig.Epchap(7] = @x5d4eeee (9348)

Software Controlled interface request to enable SGX has been sent. Reboot the system and run the test again.

orrect SGX BIOS Implementation has been verified.
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Intel(R) Software Guard Extensions BIOS Info Tool Version 0.5.29.2

Mon Jul 30 1026:35 2018

CPU Generation: CoffeeLake
CPU Brand String: “Intel(R) Xeon(R) E-2174G CPU @ 3.80GHz"
Processor signature: 0x906ea

Processor type: 0x0

Extended Family: 00

Family: 0x6

Extended Model: 0x9

Model: Oxe

Stepping: Oxa

WMIC BIOS GET BIOSVersion

WMIC BIOS GET SMBIOSBIOSVersion

WMIC OS GET BuildNumber

powershell (Get-WindowsOptionalFeature -FeatureName Microsoft-Hyper-V-All -Online) State

powershell Confirm-SecureBootUEFI
VirtualizationBasedSecurity status: 0
SKIPPING LCP TEST

Using CPUID to detect SGX device:

INFO: CPUID 0x7 = 0x29¢6fbf

INFO: CPUID 0x12 = 0x0.

SGX has not yet been enabled per CPUID.
uCode patch version: 0x00000086

SGX disabled tests..

The OS has APIs to natively support SGX, but SGX is not enabled in the hardware/BIOS/hypervisor/other such that the OS can use those APls.

SGX native OS support detected.

SGX EFl variable as set by BIOS:

BiosConfig MaxEpcSize = 0x5d40000 (93M8)

BiosConfig EpcSize = 0x0 (OMB)

BiosConfig SupportedPrmBins = Oxe0
iosConfig.EpcMap(5] = 0x15d0000 (21MB)
BiosConfig EpcMap[6] = 0x2da0000 (45MB)
iosConfig.EpcMap[7] = 0x5d40000 (93MB)
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Intel(R) Software Guard Extensions BIOS Info Tool Version 0.5.30.0

Fri Sep 28 22:14:22 2018

CPU Generation: Skylake
CPU Brand String: “Intel(R) Xeon(R) CPU E3-1225 v5 @ 3.30GHz"
Processor signature: 0x506e3
Processor type: 0x0
Extended Family: 0x0
Family: 0x6
Extended Model: 0x5
Model: Oxe
Stepping: Ox3
Processor signature with Platform Id: 0x506e31

WMIC BIOS GET BIOSVersion

WMIC BIOS GET SMBIOSBIOS Version

WMIC OS GET BuildNumber

powershell (Get-WindowsOptionalFeature -FeatureName Microsoft-Hyper-V-All -Online) State
powershell Confirm-SecureBootUEFI

VirtualizationBasedSecurity status: 0

SKIPPING LCP TEST

Using CPUID to detect SGX device:

INFO: CPUID Ox7 = 0x29¢6fbf

INFO: CPUID 0x12 = OxL
SGX support detected via CPUID
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uCode patch version: 0x000000c2

EPC_Starting address from CPUID: 0x70200000
EPC_Size from CPUID: 0x5d80000 (93MB)

SGX Enclave Capabilites via CPUID:
sg_attr->flags = 0x36
Bit[1]: Enclave debug features are enabled.
Bit[2): Enclave is 64bit.
Bit[4]: Enclave has access to the provisioning key via EGETKEY.
Bit[S]: Enclave has access to the Launch token (EINITTOKEN) ke via EGETKEY.
sgx_attr->xfrm = OxLf
Bit[0]: Legacy X87 state can be managed via XSAVE, XSAVEOPT and XRSTOR
instructions.
Bit[1]: SSE state can be managed via XSAVE, XSAVEOPT and XRSTOR
instructions.
Bit[2]: AVX state can be managed via XSAVE, XSAVEOPT and XRSTOR
instructions.

SGX native OS support detected.
SGX native OS support detected.

MSR_UNCORE_PLATFORM_ID: 0x0004000000000000
Full MSR_IA32_DEBUG_INTERFACE 0xC80: 0x00000000c0000000
SGX Locked for Production Mode MSR value: 0x0000000000000000

Full SGX CPU SVN from MSR_UCODE_CR_BIOS_SE_SVN (MSR 0x302) 000002ff04020000
PR_RESET SVN: 0x00
LATE SVN: 0x00
SINIT SVN: 0x02
SCLEAN/BIOSAC SVN: 0x04
Boot Guard (Anchor Cove) SVN: Oxff (Not loaded)
BIOS Guard (PFAT) SVN: 0x02
Manual inspection of SVN values required to verify they are loaded/set correctly.
‘ON PROCESSOR 0 MSR_IA32_FEATURE_CONTROL= 40005
Using CPUID to detect SGX device:
INFO: CPUID 0x7 = 0x29c6fbf
INFO: CPUID 0x12 = Ox1
SGX support detected via CPUID
ON PROCESSOR 1 MSR IA32_FEATURE_CONTROL= 40005
Using CPUID to detect SGX device:
INFO: CPUID 0x7 = 0x29c6fbf
INFO: CPUID 0x12 = Ox1
SGX support detected via CPUID|
'ON PROCESSOR 2 MSR_IA32_FEATURE_CONTROL= 40005
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Using CPUID to detect SGX device:
INFO: CPUID Ox7 = 0x29¢6fbf
INFO: CPUID 0x12 = OxL
SGX support detected via CPUID
ON PROCESSOR 3 MSR_JA32_FEATURE_CONTROL= 40005
Using CPUID to detect SGX device:
INFO: CPUID Ox7 = 0x29¢6fbf
INFO: CPUID 0x12 = OxL
SGX support detected via CPUID

PRM Capabilities:

PRMRR_VALID_CONFIG MSR: 0x00000000000000e1
Supported PRM size(s) (MB): 1, 32, 64, 128

Uncore PRM settings:

UNCORE_PRMRR_PHYS_BASE MSR: 0x0000000070000000
Uncore PRMRR Base Address: 0x0000000070000000
UNCORE_PRMRR_PHYS_MASK MSR: 0x0000007ff8000c00
PRMRR locked.
PRMRR valid.

Core PRM settings:
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PRMRR_BASE MSR: 0x0000000070000006
PRMRR Base Address: 0x0000000070000000
PRMRR Memory Type: 0x06 (W8)
PRMRR_MASK MSR: 0x7ff8000c00
PRMRR Mask: 0x0000007ff8000000
PRMRR locked.
PRMRR valid.

PRM is set to 070000000 - Ox77ffffff (128MB, 0x8000 pages)

FYL: Manual verification is required to make sure that the PRMRR
range above has been correctly reserved for SGX use from the OS.
Please use an appropriate E820 dump tool or the

EFl shell 'memmmap’ command to verify this.
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Core PRM settings:

PRMRR_BASE MSR: 0x0000000080000006
PRMRR Base Address: 0x0000000080000000
PRMRR Memory Type: 0x06 (W8)
PRMRR_MASK MSR: 0x7ff8000c00
PRMRR Mask: 0x0000007ff8000000
PRMRR locked.
PRMRR valid.

PRM is set td 0x80000000 - Ox87ffffff |128MB, 0x8000 pages)

All cores appear to be programmed correctly.
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Intel(R) Software Guard Extensions Functional Validation Tool Version ©.7.11.1

Mon Jul 3 14:24:25 2018

PU Generation: Coffeelake Desktop
PU Brand String: "Intel(R) Xeon(R) E-21746 CPU @ 3.80GHz™
Processor signature: 6x966ea

Processor type: 6xe

Extended Family: €xe

Family: ox6

Extended Model: 6x9

Hodel: oxe

Stepping: Oxa
Processor signature with Platform Id: @xo86eal
irtualizationBasedsecurity status: 6
SGX PSH Version is 1.9.105.42143
R_IA32_SGX_LE_PUBKEYHASH_6: 0Xa6@53e@51276b7ac
R_TA32_SGX_LE_PUBKEYHASH_1: @x6Cfbegbagb3b413d
R_TA32_SGX_LE_PUBKEYHASH 2: 0xc4916d99F2b3735d
R_TA32_SGX_LE_PUBKEYHASH 3: 6xd4f8c@59697bb3b

SGX has been enabled.
SGX native OS support detected.
Successfully loaded the validation enclave in debug mode.

Full SGX CPU SVN from EREPORT:  ©x00@080Ff04020404
PR_RESET SVN: @xe4
LATE SVN: exes.

SGX Locked for Production Mode MSR value: 0x0060000006006006
Full SGX CPU SVN from MSR @x302: 0X00680FF04026000
SINIT SVN: 6x62
SCLEAN/BIOSAC SVN: x84
Boot Guard (Anchor Cove) SVN: @xFf (Not loaded)
BIOS Guard (PFAT) SVN: €x80
panual dnspection of SV values required to verify they are loaded/set correctly.
urrently installed SGX Provisioning Enclave ISV_SVN: 6x8066
Successfully tested SGX Locked for Production Hode.
Successfully loaded the whitelisted enclave.
Unable to perform test that seals and unseals data across S3 transition.
The system cannot go to 53 mode. Please run "powercfg -a' to help find out why.
fou_may need to install certain drivers, for example graphi
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Intel(R) Software Guard Extensions Functional Validation Tool Version 6.7.11.1

Mon Jul 30 14:24:25 2018

CPU Generation: Coffeelake Desktop
CPU Brand String: "Intel(R) Xeon(R) E-2174G CPU @ 3.86GHz"
Processor signature: @x986ea

Processor type: 6xe

Extended Family: €xe

Family: ox6

Extended Model: 6x9

Hodel: oxe

Stepping: Oxa
Processor signature with Platform Id: @xoeceal
virtualizationBasedsecurity status: 6
SGX PSH Version is 1.9.105.42143
MSR_TA32_SGX_LE_PUBKEYHASH_@: 6xa6@53¢051276b7ac
MSR_TA32_SGX_LE_PUBKEYHASH_1: 6x6Cfbegbagb3b413d
MSR_TA32_SGX_LE_PUBKEYHASH_2: 6xC4916d992b3735d
MSR_TA32_SGX_LE_PUBKEYHASH 3: 6xd4f8c@596979bb3b

S6X has been enabled.
S6X native 0S support detected.
Successfully loaded the validation enclave in debug mode.

Full SGX CPU SVN from EREPORT:  Bx0@0080fe4020404
PR_RESET SVN: @xe4
LATE SVN: exes.

S6X_Locked for Production Mode MSR value: 6x0600600060060060
Full SGX CPU SVN from MSR 6x302: 6x060086f64020060
SINIT SVN: 6x62
SCLEAN/BIOSAC SVN: x84
Boot Guard (Anchor Cove) SVN: @xFf (Not loaded)
BIOS Guard (PFAT) SVN: €x80
Manual inspection of SVN values required to verify they are loaded/set correctly.
Currently installed SGX Provisioning Enclave ISV_SVN: @x6006
Successfully tested S6X Locked for Production Mode.
Successfully loaded the whitelisted enclave.
Unable to perform test that seals and unseals data across S3 transition.
The system cannot go to 53 mode. Please run 'powercfg -a’ to help find out uhy.
You may need to install certain drivers, for example graphics.
Enter to hibernate the system for testing: (Wake the system to continue)
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Intel(R) Software Guard Extensions Functional Validation Tool Version ©.7.11.1

pon Jul 30 1

5 2018

CPU Generation: Coffeelake Desktop
CPU Brand String: "Intel(R) Xeon(R) E-21746 CPU @ 3.80GHz™
Processor signature: @xoe6ea
Processor type: 6xe
Extended Family: €xe
Family: ox6
Extended Model:
Hodel: oxe
Stepping: Oxa
Processor signature with Platform Id: 6x986eal
virtualizationBasedsecurity status: 6
SGX PSW Version is 1.9.105.42143

oxo

MSR_IA32_SGX_LE_PUBKEYHASH_@: 6xa6053e051276b7ac
MSR_IA32_SGX_LE_PUBKEYHASH_1: @x6Cfbesbagb3b413d
MSR_IA32_SGX_LE_PUBKEYHASH_2: xc4916d992b3735d
MSR_IA32_SGX_LE_PUBKEYHASH_3: @xd4f8c05909fobb3b

S6X has been enabled.
S6X native 05 support detected
Successfully loaded the validation enclave in debug mode.

Full SGX CPU SVN from EREPORT:  @x00008f04020404
PR_RESET SVN: @xe4
LATE SVN: exes.

S6X_Locked for Production Mode MSR value: ©x6006000600600600
Full SGX CPU SVN from MSR 6x302: 6x060086ff64020060
SINIT SVN: 6x62
SCLEAN/BIOSAC SVN: x84
Boot Guard (Anchor Cove) SVN: @xFf (Not loaded)
BIOS Guard (PFAT) SVN: €x80
Manual inspection of SVN values required to verify they are loaded/set correctly.
Currently installed SGX Provisioning Enclave ISV_SVN: 0x0066
Successfully tested SGX Locked for Production Mode.
Successfully loaded the whitelisted enclave.
Unable to perform test that seals and unseals data across S3 transition.
The system cannot go to 53 mode. Please run 'powercfg -a’ to help find out why.
You may need to install certain drivers, for example graphics.
Enter to hibernate the system for testing: (Weke the system to continue)

Enter to resume test
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:\Users\Adninistrator\Desktop\SeXFunctionalvalidationTool_v.6.7.11.1>S6XFunctionalvalidation
Tool.exe -v -1 -skip_pse_tests
PU Generation: Coffeelake Desktop
PU Brand String: "Intel(R) Xeon(R) E-21746 CPU @ 3.80GHz™
Processor signature: 6x966ea

Processor type: 6xe

Extended Family: €xe

Family: ox6

Extended Model: 6x9

Hodel: oxe

Stepping: Oxa
Processor signature with Platform Id: @xo86eal
irtualizationBasedsecurity status: 6
SGX PSH Version is 1.9.105.42143
R_IA32_SGX_LE_PUBKEYHASH_6: 0Xa6@53e@51276b7ac
R_TA32_SGX_LE_PUBKEYHASH_1: @x6Cfbegbagb3b413d
R_TA32_SGX_LE_PUBKEYHASH 2: 0xc4916d99F2b3735d
R_TA32_SGX_LE_PUBKEYHASH 3: 6xd4f8c@59697bb3b

SGX has been enabled.

SGX native OS support detected.
Restarting Sealing Test
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:\Users\Administrator\Desktop\SGXFunctionalvalidationTool_v..7.11.1>SEXFunctionalvalidation
o0l exe -v -1 -skip_pse_tests
Generation: CoffecLake Desktop
PU Brand String: "Intel(R) Xeon(R) E-2174G CPU @ 3.80GHz"
cessor signature: @xo8eea
Processor type: 0x6.
Extended Family: exo
Fanily: oxo
Extended Model: 6x9.
Hodel: oxe
Stepping: exa
cessor signature with Platforn 1d: exoe6eal
irtualizationBasedSecurity status: 6
Gx PSW Version Ls 1.9.105.42143
R_IA32_SGX_LE_PUBKEVHASH 0: xa053c051270b7ac
R_TA32_SGX_LE_PUBKEYHASH_1: 0x6¢fbeBbasb3ba13d
R_TA32_SGX_LE_PUBKEVHASH 2: @xcd916d992b3735d
R_IA32_SGX_LE_PUBKEVHASH 3! @xd478C0590979bb3b

SGX has been enabled.
X native O support detected.

starting Sealing Test.

ccessfully sealed and unsealed data across shutdown

est Summary:

: Get platform service capabilities

Load the validation enclave in debug mode
+ Check SE_SWI and SGX Locked for Production Mode MSR's.

Verify the Provisioning enclave ISV_SVN version
check 1F SGX 1s in debug mode
Load whitelisted enclave

TPPED: Tried to EPID Provision the system under test (Wote: Internet comnectivity is requi

for this test)

IPPED: Tried to Provision the PSE in the system under test (Note
required for this test)

IPPED: Test sealing and unsealing data across 3 boundary
UCCESS: Test sealing and unsealing data across S4 boundary
UCCESS: Test sealing and unsealing data across S5 reboot boundary
UCCESS: Test sealing and unsealing data across S5 shutdoun boundary
IPPED: Test LCP (default mode: unlocked)

PP LeP legacy locked

Internet comnectivity is

Sex functionality has been verified.

:\Users\Adninistrator\Desktop\SeXFunct ionalval idationTool v.0.7.11.1>
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Intel(R) Software Guard Extensions Functional Validation Tool Version 0.7.11.1
Thu Jul 19 18:41:04 2018

CPU Generation: CoffeeLake Desktop
CPU Brand String: “Intel(R) Xeon(R) E-2174G CPU @ 3.80GHz"
Processor signature: 0x306ea

Processor type: 0x0

Extended Family: 0x0

Family: 0x6

Extended Model: 0x9

Model: Oxe

Stepping: Oxa
Processor signature with Platform Id: 0x906eal
VirtualizationBasedSecurity status: 0
SGX PSW Version is 1.9.105.42143
MSR_IA32_SGX_LE_PUBKEYHASH_0: 0xa6053¢051270b7ac
MSR_IA32_SGX_LE_PUBKEYHASH_L: Ox6cfbegbagb3bd13d
MSR_IA32_SGX_LE_PUBKEYHASH_2: 0xc4916d99f2b3735d
MSR_IA32_SGX_LE_PUBKEYHASH_3: 0xd4f8c05909f9bb3b

SGX has been enabled.
SGX native OS support detected.
Successfully loaded the validation enclave in debug mode.

Full SGX CPU SVN from EREPORT: 0x000080ff04020404
PR_RESET SVN: 0x04
LATE SVN: 0x04

SGX Locked for Production Mode MSR value: 0x0000000000000000
Full SGX CPU SVN from MSR 0x302: 0x000080ff04020000
SINIT SVN: 0x02
SCLEAN/BIOSAC SVN: 0x04
Boot Guard (Anchor Cove) SVN: Oxff (Not loaded)
BIOS Guard (PFAT) SVN: 0x80
Manual inspection of SVN values required to verify they are loaded/set correctly.
Currently installed SGX Provisioning Enclave ISV_SVN: 0x0006
Successfully tested SGX Locked for Production Mode.
Successfully loaded the whitelisted enclave.
Unable to perform test that seals and unseals data across 3 transition.
The system cannot go to S3 mode. Please run ‘powercfg -a' to help find out why.
You may need to install certain drivers, for example graphics.
Enter to hibernate the system for testing: (Wake the system to continue)
Enter to resume test:
Successfully sealed and unsealed data across S4 transition.
CPU Generation: CoffeeLake Desktop
CPU Brand String: “Intel(R) Xeon(R) E-2174G CPU @ 3.80GHz"
Processor signature: 0x306ea
Processor type: 0x0
Extended Family: 0x0
Family: 0x6
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Extended Model: 0x9
Model: Oxe
Stepping: Oxa
Processor signature with Platform Id: 0x906eal
VirtualizationBasedSecurity status: 0
SGX PSW Version is 1.9.105.42143
MSR_IA32_SGX_LE_PUBKEYHASH_0: 0xa6053e051270b7ac
MSR_IA32_SGX_LE_PUBKEYHASH_1: Ox6cfbe8bag8b3b413d
MSR_IA32_SGX_LE_PUBKEYHASH_2: 0xc4916d99f2b3735d
MSR_IA32_SGX_LE_PUBKEYHASH_3: 0xd4f8c05909f9bb3b

SGX has been enabled.
SGX native OS support detected.
Restarting Sealing Test.
Successfully sealed and unsealed data across reboot.
CPU Generation: CoffeeLake Desktop
CPU Brand String: “Intel(R) Xeon(R) E-2174G CPU @ 3.80GHz"
Processor signature: 0x306ea

Processor type: 0x0

Extended Family: 0x0

Family: 0x6

Extended Model: 0x9

Model: Oxe

Stepping: Oxa
Processor signature with Platform Id: 0x906eal
VirtualizationBasedSecurity status: 0
SGX PSW Version is 1.9.105.42143
MSR_IA32_SGX_LE_PUBKEYHASH_0: 0xa6053¢051270b7ac
MSR_IA32_SGX_LE_PUBKEYHASH_L: Ox6cfbegbagb3bd13d
MSR_IA32_SGX_LE_PUBKEYHASH_2: 0xc4916d99f2b3735d
MSR IA32_SGX_LE_PUBKEYHASH_3: 0xd4f8c05909f9bb3b
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SGX has been enabled.

SGX native OS support detected.

Restarting Sealing Test.

Successfully sealed and unsealed data across shutdown.

est Summary:

[SKIPPED: Get platform service capabilities

ISUCCESS: Load the validation enclave in debug mode

ISUCCESS: Check SE_SVN and SGX Locked for Production Mode MSR's.

[SUCCESS: Verify the Provisioning enclave ISV_SVN version

ISUCCESS: Check if SGX is in debug mode

[SUCCESS: Load whitelisted enclave

ISKIPPED: Tried to EPID Provision the system under test (Note: Internet connectivity is required for this test)
[SKIPPED: Tried to Provision the PSE in the system under test (Note: Internet connectivity is required for this test)
ISKIPPED: Test sealing and unsealing data across S3 boundary

ISUCCESS: Test sealing and unsealing data across $4 boundary

ISUCCESS: Test sealing and unsealing data across S5 reboot boundary

[SUCCESS: Test sealing and unsealing data across S5 shutdown boundary

ISKIPPED: Test LCP (default mode: unlocked)

ISKIPPED: Test LCP legacy locked

ISGX functionality has been verified.
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SGX is enabled, however SE_SVN and/or SGX Locked for Production Mode value does not meet expectations.
Currently installed SGX Provisioning Enclave ISV_SVN: 0x0006

Successfully tested SGX Locked for Production Mode.

Successfully loaded the whitelisted enclave.
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Test Summary:

SKIPPED: Get platform service capabilities
SUCCESS: Load the validation enclave in debug mode

: Verify the Provisioning enclave
SUCCESS: Check if SGX is in debug mode
SUCCESS: Load whitelisted enclave
SKIPPED: Tried to EPID Provision the system under test (Note: Internet connectivity is required for this test)
SKIPPED: Tried to Provision the PSE in the system under test (Note: Internet connectivity is required for this test)
SKIPPED: Test sealing and unsealing data across S3 boundary

SUCCESS: Test sealing and unsealing data across S4 boundary

SUCCESS: Test sealing and unsealing data across S5 reboot boundary

SUCCESS: Test sealing and unsealing data across S5 shutdown boundary

SKIPPED: Test LCP (default mode: unlocked)

SKIPPED: Test LCP legacy locked

version

SGX functionality has} been verified.
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Microsoft Windows [Version 16.8.14393]
(c) 2616 Microsoft Corporation. All rights reserved

C:\Users\Admini strator\Desktop\S6X\SGXFunctionalvalidationTool_v.0.7.11.155GXFunctionalValidation
Tool.exe -1 -v -skip_power_tests -prov_epid -skip_pse_tests
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Starting EPID provisioning...

S6X is currently configured to use the production provisioning server.
Provisioning to this server will only succeed if using a production CPU.
Successfully EPID provisioned the platform. EPID Group: 0x80060ae®

Test Summary:

SKIPPED: Get platform service capabilities

SUCCESS: Load the validation enclave in debug mode

SUCCESS: Check SE_SVN and S6X Locked for Production Mode MSR's.
SUCCESS: Verify the Provisioning enclave ISV_SWN version
SUCCESS: Check if SGX is in debug mode

SUCCESS: Load whitelisted enclave

SUCCESS: Tried to EPID Provision the system under test (Note: Internet connectivity is required
for this test)

SKIPPED: Tried to Provision the PSE in the system under test (Note: Internet connectivity is rec
uired for this test)

SKIPPED: Test sealing and unsealing data across S3 boundary

SKIPPED: Test sealing and unsealing data across S4 boundary

SKIPPED: Test sealing and unsealing data across S5 reboot boundary

SKIPPED: Test sealing and unsealing data across S5 shutdown boundary

SKIPPED: Test LCP (default mode: unlocked)

SKIPPED: Test LCP legacy locked

S6X functionality has been verified.

:\Users\Administrator\Desktop\SGX\SGXFunctionalValidationTool_v.@.7.11.15





image44.png
Manual inspection of SVN values required to verify they are loaded/set correctly.
FATL: Please check both SINIT and SCLEAN programming to make sure they are accurate.
SGX is enabled, however SE_SVN and/or SGX Locked for Production Mode value does not meet expectations.
Currently installed SGX Provisioning Enclave ISV_SVN: 0x0006
Successfully tested SGX Locked for Production Mode.
uccessfully loaded the whitelisted enclave.
tarting EPID provisioning...
is currently configured to use the production provisioning server.
rovisioning to this server will only succeed if using a production CPU.

Successfully EPID provisioned the platform. EPID Group: €xe0066ac’
Test Summary:

Get platforn service capabilities

Load the validation enclave in debug mode

Check SE_SVN and SGX Locked for Production Mode MSR's.

Verify the Provisioning enclave ISV_SVN version

Check if S6X is in debug mode

Load whitelisted enclave

Tried to EPID Provision the system under test (Note: Internet connectivity is required for this test)
Tried to Provision the PSE in the system under test (Note: Internet connectivity is required for this
Test sealing and unsealing data across 53 boundary

Test sealing and unsealing data across S4 boundary

SKIPPED: Test sealing and unsealing data across S5 reboot boundary

SKIPPED: Test sealing and unsealing data across S5 shutdown boundary

Test LCP (default mode: unlocked)

Test LcP legacy locked

SGx functionality has not been verified.

test)
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Intel(R) Software Guard Extensions Functional Validation Tool Version 0.7.11.1

CPU Generation: CoffeeLake Desktop
CPU Brand String: “Intel(R) Xeon(R) E-2174G CPU @ 3.80GHz"
Processor signature: 0x306ea

Processor type: 0x0

Extended Family: 0x0

Family: 0x6

Extended Model: 0x9

Model: Oxe

Stepping: Oxa
Processor signature with Platform Id: 0x906eal
VirtualizationBasedSecurity status: 0
SGX PSW Version is 1.9.105.42143
MSR_IA32_SGX_LE_PUBKEYHASH_0: 0xa6053¢051270b7ac
MSR_IA32_SGX_LE_PUBKEYHASH_L: Ox6cfbegbagb3bd13d
MSR_IA32_SGX_LE_PUBKEYHASH_2: 0xc4916d99f2b3735d
MSR_IA32_SGX_LE_PUBKEYHASH_3: 0xd4f8c05909f9bb3b
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Full SGX CPU SVN from EREPORT: 0x000080ff04020404
PR_RESET SVN: 0x04
LATE SVN: 0x04

SGX Locked for Production Mode MSR value: 0x0000000000000000
Full SGX CPU SVN from MSR 0x302: 0x000080ff04020000

SINIT SVN: 0x02

SCLEAN/BIOSAC SVN: 0x04

Boot Guard (Anchor Cove) SVN: Oxff (Not loaded)

BIOS Guard (PFAT) SVN: 0x80
Manual inspection of SVN values required to verify they are loaded/set correctly.
Currently installed SGX Provisioning Enclave ISV_SVN: 0x0006
Successfully tested SGX Locked for Production Mode.
Successfully loaded the whitelisted enclave.
Starting EPID provisioning...
SGX is currently configured to use the production provisioning server.
Provisioning to this server will only succeed if using a production CPU.

est Summary:

[SKIPPED: Get platform service capabilities
SUCCESS: Load the validation enclave in debug mode

SUCCESS: Check SE_SVN and SGX Locked for Production Mode MSR's.

JSUCCESS: Verify the Provisioning enclave ISV_SVN version

ISUCCESS: Check if SGX is in debug mode

SUCCESS: Load whitelisted enclave

ISUCCESS: Tried to EPID Provision the system under test (Note: Internet connectivity is required for this test)
ISKIPPED: Tried to Provision the PSE in the system under test (Note: Internet connectivity is required for this test)
ISKIPPED: Test sealing and unsealing data across S3 boundary

ISKIPPED: Test sealing and unsealing data across S4 boundary

ISKIPPED: Test sealing and unsealing data across S5 reboot boundary

ISKIPPED: Test sealing and unsealing data across S5 shutdown boundary

fSKIPPED: Test LCP (default mode: unlocked)

ISKIPPED: Test LCP legacy locked

ISGX functionality has been verified.
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SGXis enabled, however SE_SVN and/or SGX Locked for Production Mode value does nol meet expectations.
Currently installed SGX Provisioning Enclave ISV_SVN: 0x0006

Successfully tested SGX Locked for Production Mode.

Successfully loaded the whitelisted enclave.

Starting EPID provisioning...

SGX is currently configured to use the production provisioning server.

Provisioning to this server will only succeed if using a production CPU.

Successfully EPID provisioned the platform. EPID Group: 0x00000ac7
Test Summary:

SKIPPED: Get platform service capabilities

SUCCESS: Load the validation enclave in debug mode

SUCCESS: Verify the Provisioning enclave ISV_SVN version

SUCCESS: Check if SGX is in debug mode

SUCCESS: Load whitelisted enclave

SUCCESS: Tried to EPID Provision the system under test (Note: Internet connectivity is required for this test)
SKIPPED: Tried to Provision the PSE in the system under test (Note: Internet connectivity is required for this test)
SKIPPED: Test sealing and unsealing data across S3 boundary

SKIPPED: Test sealing and unsealing data across S4 boundary

SKIPPED: Test sealing and unsealing data across S5 reboot boundary

SKIPPED: Test sealing and unsealing data across S5 shutdown boundary

SKIPPED: Test LCP (default mode: unlocked)

SKIPPED: Test LCP legacy locked

SGX functionality has[notheen verified.
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Softuare Guard Extensions (SGX)

[Enabled]

[SGx Launch Control Policy

SGX LE Fublic Key Hash 1

SGX LE Fublic Key Hash 2

SGX LE Fublic Key Hash 3
Spread Spectrum

Intel Hyper Threading Techonogy

[Locked]

0

0

0
[Disabled]
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Intel(R) Software Guard Extensions Functional Validation Tool Version 0.7.11.1

Thu Jul 26 19:56:44 2018

CPU Generation: CoffeeLake Desktop
CPU Brand String: “Intel(R) Xeon(R) E-2174G CPU @ 3.80GHz"
Processor signature: 0x306ea

Processor type: 0x0

Extended Family: 0x0

Family: 0x6

Extended Model: 0x9

Model: Oxe

Stepping: Oxa
Processor signature with Platform Id: 0x906eal
VirtualizationBasedSecurity status: 0
SGX PSW Version is 1910542143
MSR_JA32_SGX_LE_PUBKEYHASH_O: 0xa6053051270b7ac
IMSR_IA32_SGX_LE_PUBKEYHASH_L: Ox6cfbegbagb3bd13d

IMSR_IA32_SGX_LE_PUBKEYHASH_2: 0xc4916d99f2b3735d
IMSR_IA32_SGX_LE_PUBKEYHASH_3: 0xd4f8c05909f9bb3b
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Intel(R) Xeon(R) E-2174G CPU @ 3.80GHZ

Microcode Revision S06EA 86
Max CPU Speed 3800 HHz
Min CPU Speed 800 MHz
Frocessor Cares 4

Intel Hyper Threading Technology Supported
Intel VT-x Technology Supported
Intel SMX Technology Supported
Softuare Guard Extensions (SGX) [Enabled
SGX_Launch Control Polic Locked,

SGX LE FUblic Key Hash O 8605380512700 7ac
SGX LE Fublic Key Hash 1 6cfbeshashabd1ad

SGX LE Fublic Key Hash 2

Intel Hyper Threading Techonogy [Enabled:
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Microsoft Windows [Version 16.8.14393]
(c) 2616 Microsoft Corporation. All rights reserved

C:\Users\Administrator\Desktop\S6X\S6XFunctionalvalidationTool_v.8.7.11.1>SGXFunctionalvalidation|

Tool.exe -1 -v -skip_pou

r_tests -skip_pse_tests -lcp_legacy_locked
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Full SGX CPU SVN from MSR ©x302: @xeeeeseffe4e2e000
SINIT SVN: 6x62
SCLEAN/BIOSAC SVN: x84
Boot Guard (Anchor Cove) SVN: @xFf (Not loaded)
BIOS Guard (PFAT) SVN: €x80
ianual inspection of SVN values required to verify they are loaded/set correctly.
urrently installed SGX Provisioning Enclave ISV_SVN: 6x8066
uccessfully tested SGX Locked for Production Mode.
uccessfully loaded the whitelisted enclave.
R_OPTIN_FEATURE_CONTROL value = 40065
Successfully tested LCP legacy locked mode.
Test Summary:

SKIPPED: Get platform service capabilities
SUCCESS: Load the validation enclave in debug mode

SUCCESS: Check SE_SVN and S6X Locked for Production Mode MSR's.

SUCCESS: Verify the Provisioning enclave ISV_SWN version

SUCCESS: Check if SGX is in debug mode

SUCCESS: Load whitelisted enclave

SKIPPED: Tried to EPID Provision the system under test (Note: Internet connectivity is required
for this test)

SKIPPED: Tried to Provision the PSE in the system under test (Note: Internet connectivity is reg
uired for this test)

SKIPPED: Test sealing and unsealing data across S3 boundary

SKIPPED: Test sealing and unsealing data across S4 boundary

SKIPPED: Test sealing and unsealing data across S5 reboot boundary

SKIPPED: Test sealing and unsealing data across S5 shutdown boundary

SKIPPED: Test LCP (default mode: unlocked)

SUCCESS: Test LCP legacy locked

S6X functionality has been verified.

:\Users\Administrator\Desktop\SGX\SGXFunctionalvalidationTool v.8.7.11.1>
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lanual inspection of SVN values required to verify they are loaded/set correctly.

FAT

Please check both SINIT and SCLEAN programming to make sure they are accurate.

is enabled, however SE_SVN and/or SGX Locked for Production Mode value does not meet expectations.
urrently installed SGX Provisioning Enclave ISV_SVN: 68006

uccessfully tested SGX Locked for Production Mode.

uccessfully loaded the whitelisted enclave.
LcP feature is unsupported (expected on SKL & KBL). can't test LCP.
Failure during LCP legacy mode test.

est Summary:

Get platform service capabilities
Load the validation enclave in debug mode
Check SE_SVN and SGX Locked for Production Mode MSR's.
: Verify the Provisioning enclave ISV_SVN version
Check if SGX is in debug mode

Load

whitelisted enclave

Tried to EPID Provision the system under test (Note: Internet connectivity is required for ti
Tried to Provision the PSE in the system under test (Note: Internet connectivity is required

Test
Test
Test
Test
Test

P

sealing and unsealing data across
sealing and unsealing data across
sealing and unsealing data across
sealing and unsealing data across
LCP (default mode: unlocked)

Lcp Tegacy locked

GX functionality has not been verified.

53 boundary
54 boundary

S5 reboot boundary
55 shutdown boundary
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Intel(R) Software Guard Extensions Functional Validation Tool Version 0.7.11.1
Thu Jul 26 20:48:32 2018

CPU Generation: CoffeeLake Desktop
CPU Brand String: “Intel(R) Xeon(R) E-2174G CPU @ 3.80GHz"
Processor signature: 0x306ea

Processor type: 0x0

Extended Family: 0x0

Family: 0x6

Extended Model: 0x9

Model: Oxe

Stepping: Oxa
Processor signature with Platform Id: 0x906eal
VirtualizationBasedSecurity status: 0
SGX PSW Version is 1.9.105.42143
MSR_IA32_SGX_LE_PUBKEYHASH_0: 0xa6053¢051270b7ac
MSR_IA32_SGX_LE_PUBKEYHASH_L: Ox6cfbegbagb3bd13d
MSR_IA32_SGX_LE_PUBKEYHASH_2: 0xc4916d99f2b3735d
MSR_IA32_SGX_LE_PUBKEYHASH_3: 0xd4f8c05909f9bb3b

SGX has been enabled.
SGX native OS support detected.
Successfully loaded the validation enclave in debug mode.

Full SGX CPU SVN from EREPORT: 0x000080ff04020404
PR_RESET SVN: 0x04
LATE SVN: 0x04
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SGX Locked for Production Mode MSR value: 0x0000000000000000
Full SGX CPU SN from MSR 0x302: 0x000080ff04020000
SINIT SVN: 0x02
SCLEAN/BIOSAC SVN: 0x04
Boot Guard (Anchor Cove) SVN: Oxf (Not loaded)
BIOS Guard (PFAT) SVN: 0x80
Manual inspection of SVN values required to verify they are loaded/set correctly.

MSR_OPTIN_FEATURE_CONTROL value = 40005
Successfully tested LCP legacy locked mode.

[SKIPPED: Get platform service capabilities

ISUCCESS: Load the validation enclave in debug mode

ISUCCESS: Check SE_SVN and SGX Locked for Production Mode MSR's.

[SUCCESS: Verify the Provisioning enclave ISV_SVN version

[SUCCESS: Check if SGX is in debug mode

[SUCCESS: Load whitelisted enclave

[SKIPPED: Tried to EPID Provision the system under test (Note: Internet connectivity is required for this test)
[SKIPPED: Tried to Provision the PSE in the system under test (Note: Internet connectivity is required for this

test)

[SKIPPED: Test sealing and unsealing data across S3 boundary

[SKIPPED: Test sealing and unsealing data across S4 boundary

[SKIPPED: Test sealing and unsealing data across S5 reboot boundary
[SKIPPED: Test sealing and unsealing data across S5 shutdown boundary
[SKIPPED: Test LCP (default mode: unlocked)

SUCCESS: Test LCP legacy locked

SGX functionality has been verified.
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has been enabled.
native 05 support detected.
iccessfully loaded the validation enclave in debug mode.

Full SGX CPU SVN from EREPORT:  @x@00080FFOS020505
PR_RESET SVN: xe5
LATE SVN: @x05

Locked for Production Mode MSR value: @xe000000000060000
FULL SGX CPU SVN from NSR 0x302: @xG00080 05020000

SINIT SWN: ox02

'SCLEAN/BIOSAC SVN: 0x05

Boot Guard (Anchor Cove) SN: Oxff (Not loaded)

BIOS Guard (PFAT) SVN: exse
nual inspection of SVN values required to verify they are loaded/set correctly.

rrently installed SGX Provisioning Enclave ISV_SVN: @006
iccessfully tested SGX Locked for Production Mode.
iccessfully loaded the whitelisted enclave.
R_OPTIN_FEATURE_CONTROL value = 60005

jpdated NSR_IA32_SGX_LE_PUBKEVHASH_O: Ox14caca7de719d783

jpdated NSR_TA32_SGX_LE_PUBKEYHASH_1: 0x43774d2af6baf670

ipdated MSR_TA32_SGX_LE_PUBKEVHASH 2: 0x9C0f0269db99c8e3
ipdated NSR_TA32_SGX_LE_PUBKEYHASH 3: 0xdecec7esfcideere

iccessfully loaded test LE: le_test_enclave.signed.dll

restored MSR_IA32_SGX_LE_PUBKEVFASH 8: @xa6@53e@5127@b7ac

restored MSR_IA32_SGX_LE_PUBKEYHASH_1: @x6cfbesbagb3balid

restored MSR_TA32_SGX_LE_PUBKEYHASH 2: @xc4916d992b3735d

restored MSR_TA32_SGX_LE_PUBKEYHASH 3: @xd4fBce5909Fobb3b
iccessfully tested LCP unlocked mode.

est Summary:

Get platform service capabilities
Load the validation enclave in debug mode
Check SE_SVN and SGX Locked for Production Mode MSR's.
Verify the Provisioning enclave ISV_SVN version
Check if SGX is in debug mode
Load whitelisted enclave
Tried to EPID Provision the system under test (Note: Internet connectivity is required for this test)
Tried to Provision the PSE in the system under test (Note: Internet connectivity is required for this test)
Test sealing and unsealing data across S3 boundary
Test sealing and unsealing data across S4 boundary
Test sealing and unsealing data across S5 reboot boundary
Test sealing and unsealing data across 55 shutdown boundary
Test LCP (default mode: unlocked)
LcP legacy locked

Gx functionality has been verified.

:\Users\Administrator\Desktop\SGXFunctionalvalidationTool s

.0.7.11. 150
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CPU Generation: CoffeeLake Desktop
CPU Brand String: “Intel(R) Xeon(R) E-2174G CPU @ 3.80GHz"
Processor signature: 0x306ea

Processor type: 0x0

Extended Family: 0x0

Family: 0x6

Extended Model: 0x9

Model: Oxe

Stepping: Oxa
Processor signature with Platform Id: 0x906eal
VirtualizationBasedSecurity status: 0
SGX PSW Version is 1.9.105.42143
MSR_IA32_SGX_LE_PUBKEYHASH_0: 0xa6053¢051270b7ac
MSR_IA32_SGX_LE_PUBKEYHASH_L: Ox6cfbegbagb3bd13d
MSR_IA32_SGX_LE_PUBKEYHASH_2: 0xc4916d99f2b3735d
MSR_IA32_SGX_LE_PUBKEYHASH_3: 0xd4f8c05909f9bb3b

SGX has been enabled.
SGX native OS support detected.
Successfully loaded the validation enclave in debug mode.

Full SGX CPU SVN from EREPORT: 0x000080ff05020505
PR_RESET SVN: 0x05
LATE SVN: 0x05

SGX Locked for Production Mode MSR value: 0x0000000000000000
Full SGX CPU SVN from MSR 0x302: 0x000080ff05020000

SINIT SVN: 0x02

SCLEAN/BIOSAC SVN: 0x05

Boot Guard (Anchor Cove) SVN: Oxff (Not loaded)

BIOS Guard (PFAT) SVN: 0x80
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Manual inspection of SVN values required to verify they are loaded/set correctly.
Currently installed SGX Provisioning Enclave ISV_SVN: 0x0006
Successfully tested SGX Locked for Production Mode.
MSR_OPTIN_FEATURE_CONTROL value = 60005

updated MSR_IA32_SGX_LE_PUBKEYHASH_0: Ox14caea7de719d783
updated MSR_IA32_SGX_LE_PUBKEYHASH_1: 0x43774d2af6baf670
updated MSR_IA32_SGX_LE_PUBKEYHASH_2: 0x9c0f0269db99c803
updated MSR_IA32_SGX_LE_PUBKEYHASH_3: 0x9ecec708fc1dee70
h@ss ully Toaded test LE]le._test_enclave.signed.dll

restored MSR_IA32_SGX_LE_PUBKEYHASH_0: 0xa6053e051270b7ac
restored MSR_IA32_SGX_LE_PUBKEYHASH_1: Ox6cfbe8ba8b3b413d
restored MSR_IA32_SGX_LE_PUBKEYHASH_2: 0xc4916d99f2b3735d
restored MSR_IA32_SGX_LE_PUBKEYHASH_3: 0xd4f8c05909f9bb3b

Test Summary:

SKIPPED: Get platform service capabilities
SUCCESS: Load the validation enclave in debug mode

SUCCESS: Check SE_SVN and SGX Locked for Production Mode MSR's.

SUCCESS: Verify the Provisioning enclave ISV_SVN version

SUCCESS: Check if SGX is in debug mode

SUCCESS: Load whitelisted enclave

SKIPPED: Tried to EPID Provision the system under test (Note: Internet connectivity is
required for this test)

SKIPPED: Tried to Provision the PSE in the system under test (Note: Internet connectivity
is required for this test)

SKIPPED: Test sealing and unsealing data across S3 boundary

SKIPPED: Test sealing and unsealing data across S4 boundary

SKIPPED: Test sealing and unsealing data across S5 reboot boundary

SKIPPED: Test sealing and unsealing data across S5 shutdown boundary

SUCCESS: Test LCP (default mode: unlocked)

SKIPPED: Test LCP legacy locked

SGX functionality has been verified.





