TPM2.0 TEST SOP
OS : SERVER 2012 R2 -GPT MODE
MB : D1521D4I

[bookmark: _GoBack]P.S: OS must install with UEFI mode
a. Prepare a TPM2.0 module
b. Put TPM2.0 on TPM pin After ac off
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c. 
After Boot up >BIOS > Advanced > Trusted Computing > Check if it can recognize  TPM20 Device > set TPM State to “Enabled” > press F10 to save and leave。
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When log into OS。Check if it can see Trusted Platform Module 2.0 at Security Devices 
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d. Open Server Manager
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e. Find “Add roles and features” > then Press “Next” * 4
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f. Click BitLocker Drive Encryption > Add Feature > Next  (P.S Don’t press Install at this page)
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g. Click Restart the destination server automatically required > Yes > Install >
system will automatically reboot
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h. BitLocker will install automatically after reboot.
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i. Find Control Panel > System and Security> BitLocker Drive Encryption
(Please reboot again, if you can’t find BitLocker Drive Encryption) > click TPM Administration (at Bottom left corner)> If TPM Status shows “The TPM is ready for use, with reduced functionality” > choose Clear TPM > Restart
*** If TPM Status shows ”The TPM is ready for use” , then please jump to step n. ***
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j. Press F12 after reboot[image: ]
k. After boot into OS, it will show TPM is ready > Close.
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l. Check if TPM Status shows ”The TPM is ready for use”
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m. Open BitLocker Drive Encryption，then choose C: <Turn on BitLocker>
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n. Insert a USB Flash first > choose “Save to a file” > put your BitLocker decrypt code into USB。
[image: ]
o. When the message <Your recovery key has been saved> shows up, please Press<Next> to proceed.
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p. Choose <Encrypt used disk space only> then choose <Next>
[image: ]
q. Enable <Run BitLocker system check> then choose <Continue>
[image: ]

r. Reboot the system.
s. After you reboot and login to the OS，you can see BitLocker is working at bottom right corner. [image: ]
t. After the encrypt process done，please reboot the system. Then shut down the system after login to the OS
[image: ]
u. Remove TPM module on the mother board then boot up, and check if there will appear recovery key message or not.[image: ]
v. Check if the system can login to the OS normally, after put TPM module back to the mother board.
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Select one or more features to install on the selected server.
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Deseription

BitLocker Drive Encryption helps to
protect data on lost,stolen, or
inappropriately decommissioned
computers by encrypting the entire
volume and checking the integrity of
arly boot components. Data is only.
decrypted if those components are
successfully verified and the
encrypted drive s located in the
original computer. Integrity checking
requires a compatible Trusted
Platform Module (TPM).
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Copyright (C) American Megatrends, Inc.
BIOS Date: 03/29/2016 21:50:13
E3C236D4H-4L LEFI P1.10

Fress Fz or DEL to run Setup.
Fress F11 for Boot Menu.

A configuration change uas requested to Clear this computer's TPH (Trusted Platf
orm Module)

HARNING: Clearing erases information stored on the TPM. You will lose all create
d keys and access to data encrupted by these keus.

Fress F12 to Clear the TP

Fress ESC to reject this change reguest and continue
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TPM is ready

The TPM security hardware on this computer isready for use.

Windows can automaticaly remember your TPM onner password so that you can easily
manage your TPM and any applications that use it But you can akso save the password to 2
separate ik f you prefer.

Gimeiber 1y TP Gwher passerd
Save your TP onner password to a il on your computer or on removable media.
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How do you want to back up your recovery key?

A recovery key can be used to access your files and folders if you're having problems unlocking your PC.
It's a good idea to have more than one and keep cach in a safe place other than your PC.

% Savetoafile

+ Printthe recovery key
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How do you want to back up your recovery key?

© Vourrecovery key hs been saved.

A recovery key can be used to access your fles and folders if you're having problems unlocking your PC.
It's 2 good idea to have more than one and keep each in a safe place other than your PC.

% Savetoafile

+ Printthe recovery key
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Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's alreadly in use, consider encrypting the entire drive.
Encrypting the entire drive ensures that all data i protectec-even data that you deleted but that might stil

contain retrievable info.

® Encrypt used disk space only (faster and best for new PCs and drives)
O Encrypt entire dive (slower but best for PCs and drives already in use)
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Are you ready to encrypt this drive?

Encryption might take a while depending on the size of the drive.

You can keep working while the drive i being encrypted, athough your PC might run more slowly.

[]Run BitLocker system check

The system check ensures that BitLocker can read the recovery and encryption keys correctly before
encrypting the drive.

BitLocker wil restart your computer before encrypting.

Note: This check might take a while, but s recommended to ensure that your selected unlock method
works without requiring the recovery key.
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ter the recovery key for this drive

“or more information on how to retrieve this key, go to
1ttp: //windows.microsoft. com/recoverykeyfaq from another PC or mobile device.

Jse the number keys or function keys F1-F10 (use F10 for 0).

ecovery key ID: 312791F4-3490-4566-8307-314C5CBB4982
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