os : Server 2012 R2 -GPT Mode
ps: 一定要 GPT Mode, 可不上 Drivder.
a. 跟大芬借TPM2.0模組(有Nuvoton and infenion 兩種,兩種皆要測)。
[image: ]
b. 找到板子上的TPM針腳。
[image: ]
c. 將系統斷電，然後將TPM模組插在針腳上。	Comment by Deny: 有防呆，插錯邊會插不進去。
[image: ]
d. 
開機進入BIOS > Advanced > Trusted Computing，Check是否為 TPM20 Device, 將TPM State設成Enabled, 按F10儲存重開。。
[image: ]
e. 進入OS。檢查Device Manager 的Security Devices 是否為 
Trusted Platform Module 2.0
[image: ]
f. 在桌面下方工具列點電腦圖案，系統會開啟Server Manager。
[image: ]
g. 在Server Manager裡面，點選 2  Add roles and features > Next * 4次。
[image: ]
h. 點選BitLocker Drive Encryption > Add Feature > Next > (先不要按Install, 看步驟i )
[image: ]
i. 點選 Restart the destination server automatically required > Yes > Install >
系統會自動重新開機.
[image: ]

j. 重開機後，等候約30秒， BitLocker功能就裝好了，請按Close。
[image: ]

k. 桌面左下角按右鍵> Control Panel > System and Security> BitLocker Drive Encryption
(如看不到請再重開機一次) > 左下角點選TPM Administration，TPM Status顯示<The TPM is ready for use, with reduced functionality> 點選 Clear TPM > Restart
*** 如果 TPM Status顯示<The TPM is ready for use > , 請直接跳到步驟n ***
[image: ]
l. 重開機Post畫面按 F12[image: ]
m. 重開機進OS,TPM is ready > Close.
[image: ]

n. 檢查TPM Status顯示<The TPM is ready for use>
[image: ]
o. 開啟BitLocker Drive Encryption，選擇C槽的<Turn on BitLocker>
[image: ]
p. 插上USB Flash >時選擇<Save to a file>，路徑指向USB Flash。[image: ]

q. 當畫面顯示<Your recovery key has been saved>時按下<Next>
[image: ]
r. 當畫面顯示<Choose how much of your drive to encrypt>時選擇<Encrypt used disk space only>後按下<Next>
[image: ]
s. 當畫面顯示<Are you ready to encrypt this drive>時勾選<Run BitLocker system check>按下<Continue>
[image: ]

t. 當要求重開機時，請按下<Restart>讓系統重開機
u. 當系統再次回到桌面時，等候約30秒，右下角工作列會出現正在加密的訊息
[image: ]
v. 當加密完成後，將系統重開機，待再次回到桌面後將系統關機
[image: ]
w. 拔除TPM後開機，出現輸入recovery key的畫面，將系統關機。
[image: ]
x. 再插上TPM後開機，系統能夠正常進到桌面
*測試結束後請將TPM清除，若使用完畢後的OS仍要使用請記得執行Turn off BitLocker
[bookmark: _GoBack]
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How do you want to back up your recovery key?

A recovery key can be used to access your files and folders if you're having problems unlocking your PC.
It's 2 good idea to have more than one and keep each in a safe place other than your PC.

% Savetoafile

+ Printthe recovery key

What is a recovery key?
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How do you want to back up your recovery key?

© Vourrecovery key hs been saved.

A recovery key can be used to access your fles and folders if you're having problems unlocking your PC.
It's 2 good idea to have more than one and keep each in a safe place other than your PC.
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Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's alreadly in use, consider encrypting the entire drive.
Encrypting the entire drive ensures that all data i protectec-even data that you deleted but that might stil

contain retrievable info.

® Encrypt used disk space only (faster and best for new PCs and drives)
O Encrypt entire dive (slower but best for PCs and drives already in use)
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Are you ready to encrypt this drive?

Encryption might take a while depending on the size of the drive.

You can keep working while the drive i being encrypted, athough your PC might run more slowly.

[]Run BitLocker system check

The system check ensures that BitLocker can read the recovery and encryption keys correctly before
encrypting the drive.

BitLocker wil restart your computer before encrypting.

Note: This check might take a while, but s recommended to ensure that your selected unlock method
works without requiring the recovery key.
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ter the recovery key for this drive

“or more information on how to retrieve this key, go to
1ttp: //windows.microsoft. com/recoverykeyfaq from another PC or mobile device.

Jse the number keys or function keys F1-F10 (use F10 for 0).

ecovery key ID: 312791F4-3490-4566-8307-314C5CBB4982
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