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Level Setting

- Scope is Catalyst 9200 and 9300
- This will be recorded - review again later if needed
- Learn more about Catalyst 9400, 9500 and 9600 tomorrow

)
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Cisco Webex Teams

Questions?
Use Cisco Webex Teams to chat
with the speaker after the session

How
@ Find this session in the Cisco Live Mobile App

@ Click “Join the Discussion”
. Install Webex Teams or go directly to the team space
. Enter messages/questions in the team space

Webex Teams will be moderated
by the speaker until November 1st, 2019.
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SPEAKER 2
Julian Wiffen

Manager, IT
event

WEBEX TEAMS

O Join the Discussion )

DOCUMENTS
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- Session Presentation
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Introduction ®

You make networking possible
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Enterprise loT

Trends In
Enterprise

Mobility

Windows 10 Secu rity
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New Technologies Require New Speeds

Best of breed end-to-end network with Cisco Catalyst portfolio

Access Access Core/aggregation Wireless
points switches switches controllers
Cisco Catalyst Cisco Catalyst Cisco Catalyst Cisco Catalyst

9100 @ 9200, 9300, and 9500 and 9600 @ 9800 Series

(((@\ 9400 Series Series
@
Mutti
(((

o
«

Built from the ground up for intent-based networking Automation Security €% Analytics

i
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Cisco Catalyst 9000 portfolio

Cisco Catalyst

I I 9400 Series
Cisco Catalyst y
9300 Series

— =

Cisco Catalyst
9200 Series

—EEEET

Cisco Catalyst Cisco Catalyst Cisco Catalyst
2960-X/XR Series  3650/3850 Series 4500E Series

Cisco [l l/f:/

Cisco
Catalyst
9000
switch
platform

#CiscolivelLA

Cisco Catalyst
9600 Series

Cisco Catalyst e
9500 Series - T

Cisco Catalyst Cisco Catalyst Cisco Catalyst
3850F/4500-X 6840-X/6880-X 6807-XL/6500-E

Backbone switching
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Catalyst 9300 °

You make networking possible
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Cisco Catalyst 9300 Front View

i
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Cisco Catalyst 9300 Back View

i
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Cisco Catalyst 9300 - 1G Models Overview

StackWise-480

StackPower
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Gigabit bottleneck

WIiFi6 and 802.11ac
Wave 2 greater than 1G

Cat 5e/6 cables

Limited to 1G

Gigabit Ethernet has been
around since 1999 and has

now become the bottleneck

i
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The Solution: Multigigabit

WIiFi6 and 802.11ac
Wave 2 greater than 1G

Cat 5e/6 cables

2.5to 5G

& 1EEE 802.3bz

Enables 2.5 and 5 Gbps up to
100m

i
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Cisco Catalyst 9300 Multigigabit Models

Highest 2.5G and Multigigabit density in the industry

' . v ’ o
36x 2.5G ports 12x Multigigabit ports 4x Multigigabit
Uplink Module

48x 5G ports with UPOE

el
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Modular Uplink Options on Cisco Catalyst 9300

4x 1 Gbps 8x 10 Gbps 2x 40 Gbps 4x Multigigabit 2x 1/10/25 Gbps
SFP SFP/SFP+ QSFP Copper SFP/SFP+

i
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Cisco Catalyst 9300 Power Supplies & Stacking

Trr

350WAC  715WAC 1100WAC  750WDC

Platinum Rated 0.5, 1 and 3 meters

Cisco [ﬂ/&/ #HCiscoLivelLA BRKARC-2101



Cisco Catalyst 9300-5 1G Fiber Models .

Expanding to FTTD and 1G Fiber Aggregation Applications

=) | g wuewsewes g
| |

24 ports 1G fiber

-,

>

<<<<<
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Cisco Catalyst 9300-B Series .

Fixed access optimized for Media Distribution and |IP Storage Networks

i
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Cisco Catalyst 9300L Fixed Uplink Models New

24 Port Data/PoE Model

4x 1G or 4x 10G
fixed uplinks

»
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Inside the Catalyst 9300

Hosting Containers Programmable Pipeline Model-driven APIs
3rd party Apps Flexible Tables Streaming Telemetry
Open and
X86 CPU UADP Extensible Cisco 10S XE

Cisco Innovations

i
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Lookup tables
.~ Forwardingresources

Cisco Catalyst Cisco Catalyst

9300/9300L 9300-B
MAC addresses 32,000 64,000
Host/Direct routes 24,000 48,000
IGMP groups 8000 16,000
LPM/Indirect routes 8000 64,000
Multicast routes 8000 16,000
SGTs 8000 8000

Cisco (l Vf/

#CiscolivelLA

Cisco Catalyst Cisco Catalyst

9300/9300L 9300-B
Security ACL 5000 18,000
entries
« PACL
« VACL
« RACL
QoS ACL entries 5000 18,000

NetFlow entries: 64,000 / 128,000 per UADP 2.0 / 2.0 XL ASIC

BRKARC-2101 © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



High Availability - StackWise

LR R an e

Distributed Data Plane

-

n
O]
L
O
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=
(%)
o0
O
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o
-

Stateful Switchover SSO/NSF

i
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The Stack Ring - StackWise-480 on C9300

y £

co

j@. R R USSP IS IRSRAS SN

UADP Stack
Interface

sy | F IO TSI T ] l-‘l N J

* 6 rings in total

» 3 rings go east

» 3 rings go west

» Each ring is 40 Gbps

« 240 Gbps unidirectional

» Spatial reuse = 480 Gbps

Assuming 4x 24-port Cisco Catalyst 9300 Series modular uplink models

Cisco [l Vf/ #CiscoLiveLA
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The Stack Ring - StackWise-320 on C9300L

4 rings in total

;;;;;;

2 rings go east

2 rings go west

Each ring is 40 Gbps

160 Gbps bidirectional
Spatial reuse = 320 Gbps

UADP Stack
Interface

Assuming 4x 24-port Cisco Catalyst 9300 Series fixed uplink models

i
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Unicast Packet Path

Packet segmented
into 256 bytes
Packet travels half
the ring for unicast
traffic

Segments reordered
at destination stack
port

Destination strips the
packet off the stack
ring

Segments

Re-ordering
segments

Assuming
4 x 24-port
9300 Switches

i
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Stack Ring Spatial Reuse

* Credit based system
on the Stack Ring

* Multiple stack ports
grab the ring that is
free and they have
credits on to transmit

* Increases the stack
ring bandwidth to
480Gbps

Assuming
4 x 24-port
9300 Switches

i
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Multicast Packet Path on the Stack Ring

One copy of the
source packet is
placed on the rings
Interested Stack Ports
grab the segments
when they see them
Packet segments
travel the whole ring
back to source

The source strips
these segments off the
ring (Source Stripping)
Results in efficient
replication of multicast
traffic for multiple
Stack Port receivers

Cisco (l Vf/

Assuming
4 x 24-port
9300 Switches
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Cisco Catalyst 9300 Stacking Support

Modular Uplink Fixed Uplink
C9300 _ C9300L _

[

Y
8 switches
8 switches

Mixed stacking is not supported between C9300 and C9300L

i
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Cisco StackPower Overview
“Zero-footprint” Redundant Power System (RPS) Deployment

. Provides RPS functionality with zero RPS
footprint

. Pay-as-you-grow architecture - similar to
the data stack

- 1+N redundancy with inline power
.- Up to 4 switches in a StackPower ring

. Multiple StackPower possible within one
data stack

- Up to 8 switches in a star topology with an
expandable power system (XPS)

- Not available on C9300L

el
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How StackPower Works?

StackPower - 715 W

- Pools Power from All PS

= - All Switches in StackPower
715 W 1,100W share the available Power in
Pool

. Each Switch is given their
Minimum Power Budget

o~

Total Input Power 2,530W

i
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Power Redundancy Options

eXpansable Power System (XPS)

[

|
\

[

4 switches 4 switches
(StackPower)

8 switches (data stack)

8 switches (data stack)

el
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Catalyst 9200 °

You make networking possible
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Cisco Catalyst 9200 Front View

AERERERCTER BN Ar
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Catalyst 9200 1G Models

9200 (Modular Uplinks and Fans) 9200L (Fixed Uplinks and Fans)

. weveuy suveve mmmm 24X 1G Ports
I ! S e | 20X 1G Ports

svevws sosves mmmm 2% 1G POIts

48x 1G Ports

4x 1G and 4x 10G Uplinks 4x 1G and 4x 10G Uplinks

i
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Catalyst 9200 Multigigabit Models

9200L (Fixed Uplinks and Fans)

a2 =EEE 16x 1G Ports
EEEEES W= 8x mGig Ports

e
Seaees
e

T e (e B o: o PSR Fassinsiisiisieess aiees ,Ll)l,mi’-“j‘j'J!rl‘;”.‘};r;_ix;_?;rxn 4OX 1G Ports
SeteseeeIs 55 oy o Pons SS555% Seetts seeees sersts e 8 mGig Ports
2x 25G Uplinks 2x 25G Uplinks

i
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Catalyst 9200 Modular Uplink Options

e 4Ax 1G o« 4x 10G
 SFP Transceivers « SFP/SFP+ Transceivers

i
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Resilient Power Supplies

- V]

Platinum Rated (90% efficiency) ‘

600WAC 1000WAC
125WAC Supported only on 24 Supported only on 48
Port POE+ models Port POE+ models

Supported only on 1G Data models

Load sharing (1+1) mode supported for POE+ models

J

\, J A

39
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Resilient Fan Modules

FRU Fan Modules

Catalyst 9200L Fixed Models

T B pr— —
) ¥
X " X
e b i
Y e b
o
= o

Fixed Fan Modules

.

Cisco [l l/f:/
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Inside the Catalyst 9200

Programmable Pipeline Model-driven APIs
Flexible Tables Streaming Telemetry
. Open and
UADP mini Extensible Cisco I0S XE

Cisco Innovations

i
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Lookup tables
~ Forwarding Resources

9200 9200L
MAC 32,000 16,000
Host Route 10,000 8,000
IGMP Groups 1,000 1,000
Indirect Route 4,000 3,000
Multicast Route 1,000 1,000
SGT 2,000 2,000

9200 9200L
Security ACL 1,000 1,000
« PACL
« VACL
« RACL
QoS ACL 1,000 1,000
Netflow ACEs 128 128

Cisco (l Vf/

Netflow Entries: 16,000 per ASIC

#CiscolivelLA
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StackWise-160/80 with SSO

T - ! =y —

» StackWise-160 supported on all modular Catalyst 9200 models
» StackWise-80 supported on all fixed Catalyst 9200L models

el
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The Stack Ring - StackWise-160/80

UADP Stack
Interface

2 rings in total

1 ring goes east

1 ring goes west

Each ring is 40/20 Gbps
80/40 Gbps bi-direction
Spatial Reuse=160/80 Gbps

Cmdi

| |

[ 1L

VLT
:4’_;“:“

,‘;w‘ I}

[ 11
| | ||
\\!‘

UADP Stack
Interface

Assuming 4 x 24-port Catalyst 9200 Series switches

i
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Cisco Catalyst 9200 Stacking Support

C9200 (Modular Uplink) C9200L (Fixed Uplink)

Stacking
Kit

Y
8 switches
|
8 switches

Stacking
Cable

i
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|OS-XE and
Software \-
Innovations o o

You make networking possible
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Cisco |I0OS XE Architecture

Hosted apps

|0Sd blob 10S sub-
systems

Common infrastructure / HA

Management interface

Module drivers

i
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Cisco I0S XE

x o ({@ —

oy

Feature Consistency and Simplified Lifecycle Faster Troubleshooting Trustworthy Solutions
HiEeeti Management Modularized Upgrades Integrity Verification
Run Any Feature Anywhere Object-based models Patch Updates SeciE S
(RAFA)

Programmable interfaces

i
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IOS XE Software Patchability 9300/9200

IO e T T e L D

[T] Loading | [TT11] Loading... (T e
Install Add Install Activate Install Commit

SMU is an emergency point fix positioned for expedited delivery to a
customer in case of a network down or revenue affecting scenario.

Cold Patching
Install of a SMU will require a system
reload in the first release. It is traffic
impacting.

Hot Patching

Install of a SMU does not require
a reload.

i
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Day O Security - Trustworthy Solutions 9300/9200

Design/ Plan/
develop order of life (EOL)

Physical security practices + Security technology innovations + Logical security processes

Secure boot

PnP SUDI support

Integrity

Image signing

verification

Hardware —_ =" _
authenticity Runtime defenses

i
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Programmability and Automation 9300/9200

Day 1
Model-driven configuration
B,
P
k-2
[Model—

“- “-
Iliil II!!I
driven

PXE
ZTP PnP Telemy
=

Automatic device bring-up using 3 party tool support for Model-driven telemetry for
industry-standard interface configuration and provisioning monitoring and analytics

i
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Using Python with Cisco I0S XE devices 930079200
(guestshell)

Linux server

R

YANG/CLI I )
Intent-based Intent-based f
network infrastructure network infrastructure YANG /C|_| /EEM APls

= —~~ - —
B O = B O =

Scripts executed externally Scripts executed internally

i
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Application Hosting 9300

atfven]n * * *

CISCO docker docker docker

I0OS XE

Cisco Catalyst 9300

i
Cisco [l WI #HCiscoLivelLA BRKARC-2101  © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 53



Application Ecosystem

Catalyst 9000 Switching

perfS@NAR

ISC DHCP Server

Nagios’

3
<
0

Z
m
-
g
0
P
A
©

<>

ThousandEyes

tshark

BINo Q)

Hawke@ye

9300

SO NETB EEZ

)

AWS Greengrass

iPerf

Alleantia

ALL <THINGS> JOINED

» Cisco will not provide any support to third-party apps and open source apps unless specifically called out

» Such apps, however, will be validated for compatibility on Cisco Catalyst 9000 switches

» DevNet ecosystem will indicate the partners who have worked on Cisco Catalyst 9000 switches

#CiscolivelLA

BRKARC-2101

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Enhanced Fast Software Upgrade 9300
Regular Upgrade Vs Enhanced Fast Software Upgrade Process

G
gl

i
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Graceful Insertion and Removal (GIR) 9300

Hardware
replacement

Protocol

exchange
IS-IS,BGP,
____________________ OSPF
Layer2 Bl 4 O EBEAd
Shutdown
Shutdown

i
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PoE Innovations ‘e 9300/9200

”f" -------- O ,/"’ ------------ o) ,,r”’ ----------- "0
2-event

7 classification / Perpetual PoE Fast PoE

7 7 /4
ll ll "
:’ » Fast power negotiation ;' * Uninterrupted PoE ," * Bypasses IOS control
i without LLDP I| power during control 5‘ plane boot
[ * Physical layer \ plane reboot \ * Restores power to PD
\ o)

‘\‘ negotiation < 1s o] within 30 sec of

\b power resumption

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 57
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Full Flexible Netflow 9300/9200

Troubleshaoting - Muliple monitors per nterface
e %

Forensics Configuration Interface type

°
- Traffic type * Switchport

Behavioral « Non-switchport
_ i support -
anomaly-detection . lPVpAp (routed port)
. IPV6 > . VLAN configure
- et iz * Port-channel

member interface

Ingress and egress Flexible Netflow

supported on all ports, VLANSs

i
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Application Visibility and Control 9300/9200

Granular Detection, Advanced Monitoring & Business Logic Based Policies

e BEERTENREIEE R Control Your Applications

Gumil 7 = <5

E%ange - ‘\ O . |
(A BitTorrent Jg Fnapsody CiTR!X" — o
iTunes wrﬂ
Ca . YoullDd I C—r— =
é’::.:i“-' .webex ta k(" ’ :: “:: [ - -
CiTRIX' ~ ORACLE 21 Tube ] S SAPeS :~: .....
[mesvises
SIEBEL  (pithorrent @wiex  Google o
Granular App Detection Fault Isolation, Troubleshooting Prioritized Applications,
Encrypted Application Performance Assessment Bandwidth Management

i
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Cisco Umbrella Native Connector Integration

Internet

« Content filtering for guests
and corporate users
Prevents malware from
infecting your branch
office network

*Requires a Cisco Umbrella license

0 Branch Office
......... G uest Native Connector on

Catalyst 9000 forwards

DNS queries to Umbrella
DOoOocE L2
— [ gy gy oo

L0 ==
Employees
Cisco [l I/L’,/ HCiscoLiveLA
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Encrypted Traffic Analytics (ETA) 9300

Finding malicious activity in encrypted traffic

Enhanced NetFlow

Cognitive
analytics

Malware
A detection and
P S Telemetry for _ “Biflow” . '.: cryptog_raphlc
? encrypted malware detection compliance
and cryptographic compliance |[essssll N N 7 ., O
------ >
L1 — o P o%

i
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MACsec Link Encryption 9300/9200
Hop-by-hop encryption via 802.1ae

Encrypt Encrypt Encrypt
H ¥ MACsec ] MACsec 2 ¢ MACsec H
ﬂ Downlink 4 Upllnk ] %’ Downlink 4 “
Decrypt Decrypt Decrypt

» Packets are encrypted on egress, decrypted on ingress

Offers line-rate encryption (performed at hardware level)
* Transparent to all upper-layer protocols

» Supports switch-to-switch and switch-to-host MACsec

Manual or 802.1X modes supported

»
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MPLS and VXLAN Alternatives 9300

. BGP EVPN

o

IP/MPLS
Network

VXLAN
Overlay

Access VTEP

AN

i
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Cisco Software-Defined Access 9300/9200

Cisco DNA Center

D B %

Segmentation Automation  Assurance

Identity-based policy

@ and segmentation

Security policy definition decoupled
from VLAN and IP address

Automated network
# fabric

Single fabric for wired and wireless
with workflow-based automation

Insights and telemetry

G z : SN ..' Analytics and insights into user and
v "J:- Policy stays with user application behavior

10T network Employee network

i
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SD-Access Deployment for Branches 9300

Fabric-in-a-Box and Embedded Wireless

: . All SD-Access Fabric Functions in
WAN/'Tteme in a Single Box or Stack

- Embedded Wireless eliminates
need for dedicated appliance

SD-Access

D

Employee VN

Cisco [l l/f:/
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Catalyst 9200 in SD-Access
ISE 0

Cisco DNA
@ Center

............ . Scale 9200 |  9200L

A Virtual Networks 4 1

SD-Access Wireless Yes No
(attached APs)

SD-Access
Fabric

i
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Wrap-Up o

You make networking possible
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Access Positioning

For a Resilient Campus and Secure branch —

seETERTER T = e T
ST = P s
Catalyst 9300L Catalyst 9300 Catalyst 9200
Series Series Series
m \ Limited scale
ah Entry Point for Intent-based
‘ Q) m Networking/SD-Access
Full SDA, Fabric-in-a- ETA, On-box App HA, Hot Patching,
Box, Embedded WLC MACSec-256 Hosting StackPower, UPOE

- J

i
Cisco [lWI #CiscolivelLA BRKARC-2101  © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 68



Complete your

online session - Please complete your session survey
eva|uation after each session. Your feedback
IS very important.

- All surveys can be taken:
— Cisco Live Mobile App
-~ Logging in to the Session Catalog:

https://reqg.rainfocus.com/flow/cisco/cllatam19/adash/
D page/dashboard

Cisco Live sessions will be available for viewing
on demand after the event at ciscolive.cisco.com.

el
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https://reg.rainfocus.com/flow/cisco/cllatam19/adash/page/dashboard
https://ciscolive.cisco.com/

Continue your education

Demos in the
Cisco campus

Meet the engineer

_ : Related sessions
1:1 meetings

el
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